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1. Introduction 
This document describes the ContractExpress Application Programming Interface (API), and is intended to help 

programmers develop client applications that can make use of the resources managed by an instance of 

ContractExpress.  The main resource of business interest is likely to be a Contract, expressed as a set of Documents 

generated from some Templates.  In essence, what follows is a description of Templates, Contracts and 

Documents, and how a client application can manipulate them via the ContractExpress services. 

The API is designed in a RESTful style.  Central to this approach is the use of a "uniform interface" based on four 

guiding principles: 

1) Identification of resources, for example by the use of URIs.  The resources themselves are conceptually 

separate from the representation used to return them to the client.  Resources are usually collections of 

items of the same type, and there is a way to address both the collection and individual items in that 

collection. 

2) Manipulation of a resource.  The representation of a resource returned to the client is enough for it to 

modify or delete the resource. 

3) Self-descriptive responses.  Each request or response should include enough information to describe how 

to process the message.  For example identifying the content-type formatter required to parse the 

message. 

4) Hypermedia as the engine of application state.  Clients make state transitions through actions that are 

dynamically identified within a response (e.g. links). Except for simple fixed entry points to the application, 

a client should not assume that any particular action is available for any particular resources beyond those 

described in representations previously received from the server.  

There are four main sections to this manual.  The first uses the Chrome Postman extension to show how to get 

started with the API. The second is the API Reference section, detailing the requests that can be made to the API.  

The third describes how to access the API when it has been secured using one of a number of supported 

mechanisms.  Finally we look at how to incorporate the questionnaire into the user interface of a host system, 

and customize it so that it adopts the "look and feel" of the host. 
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2. Getting Started with the API using Postman 
This section of the manual provides a set of simple examples of using the API with the Chrome Postman Extension. 

The series of steps covers simple Basic Authentication, getting a list of templates and modifying the access control 

lists of a template. It should be noted that this is the simplest approach to getting to a ContractExpress 

questionnaire, but may not be the most appropriate for a specific integration project. Full details about the API, 

authentication and embedding of the questionnaire in covered in the following sections.  

2.1 Choosing an environment for testing 

2.1.1 Local environment 

Once you have installed ContractExpress and configured at least one client in the Identity Service, you can use the 

data coming from the CECClientsConfig.xml file in the Content folder of its web application. The default client is 

<Client ClientName="ContractExpressAPITest" Enabled="true" ClientId="ContractExpressAPITest" 

Flow="ResourceOwner" ClientUri="https://localhost:44300" AccessTokenLifetime="3600"> 

    <ClientSecrets> 

      <ClientSecret>45B9FF75-82A2-4F47-A73C-A854CFEE073B</ClientSecret> 

    </ClientSecrets> 

    <AllowedScopes> 

      <AllowedScope>CEAPI</AllowedScope> 

    </AllowedScopes> 

  </Client> 

Should you make any changes to the file, please make sure to restart the web application so these can be updated. 

2.1.2 Azure environment 

Please contact us and we will provide you with a URL and corresponding parameters. 

2.2 Install Postman 
Download the Chrome Postman Extension from www.getpostman.com. Open Postman and click on the 

Interceptor (Traffic Light) in the toolbar. You will be prompted to install the Postman Interceptor extension. This 

is required to intercept the Browser Cookies which are required for the authentication method used in this Getting 

Started guide. 

You must also Open Chrome to ensure that Postman can capture the cookies, but do not log in to ContractExpress 

in the browser as this will interfere with the API calls from Postman. 

http://www.getpostman.com/
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2.3 Authenticate with API 
To test the API these instructions will use your username and password (forms based authentication) to 

authenticate with the API.  

1. Open Postman and enter the Authentication URL. In this example, we will use https://login-

url.mycontractexpress.com/core/connect/token. Select POST method. 

2. In the Authorization tab 

a.  Select Basic Auth for Type. 

b. Type in the ClientId in the Username textbox.  

c. Type in the ClientSecret in the Password textbox. 

 

 Once the data is filled, click on Update Request ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿƛƭƭ ǳǇŘŀǘŜ ǘƘŜ ǊŜǉǳŜǎǘΩǎ ƘŜŀŘŜǊǎ ς you can 

select the Headers tab confirm the change. 

 

3. In the Body tab 

a. Select x-www-form-urlencoded. 

b. Add in the following key 

i. grant_type with value password. 

ii. scope with value the Scope defined in the client, for example CEAPISCOPE. 

iii. username ǿƛǘƘ ǾŀƭǳŜ ǘƘŜ ǳǎŜǊΩǎ ŜƳŀƛƭΣ ŦƻǊ ŜȄŀƳǇƭŜ myemail@email.com.  

iv. password ǿƛǘƘ ǾŀƭǳŜ ǘƘŜ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘΣ ŦƻǊ ŜȄŀƳǇƭŜ mypassword. 

https://login-url.mycontractexpress.com/core/connect/token
https://login-url.mycontractexpress.com/core/connect/token
mailto:myemail@email.com
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4. Click Send button to send the request. 

The response will contain an anti-forgery access token and a ContractExpress. Copy and store this token as it wil 

be needed for accessing the API. Example response: 

 

2.4 Get list of templates 
The next step is to discover the list of templates that are available. 

1. Open a new Tab in Postman or restart the application to clear the current data. 

2. Enter the API URL https://mycontractexpress.com/api/templates and select GET. 

3. In the Headers tab add an Authorization key with value Bearer followed by a space and the access token 

ǊŜŎŜƛǾŜŘ ŜŀǊƭƛŜǊΦ CƻǊ ŜȄŀƳǇƭŜΣ ǎǘŀǊǘƛƴƎ ǿƛǘƘ ά.ŜŀǊŜǊ ŜȅWлΧέΦ 

 

4. Send the request. 

The response will contain the list of templates available to the authenticated user. As the authenticated user is an 

Administrator the API will return all templates that have been uploaded. Since we have just signed up for 

https://mycontractexpress.com/api/templates
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ContractExpress, we can see the sample Non Disclosure Agreement template and its attributes. Copy the text of 

the Reference. Note the Share value of 1, which indicates that the Contract has been Shared with other 

authenticated users.  

2.5 Get the ACL for a template 
In this call the access control list for a template is retrieved from the API. 

1. Change the URL to end api/templates/Non Disclosure Agreement/acl and Select GET. 

2. Ensure the Authorization key is still set in the Header. 

3. Send the request. 

The response is an ACL for the specified template with content-type application/json or application/xml. With the 

pre-loaded Non Disclosure Agreement, there are two rules in the ACL. One for the author role which has a value 

of 2 (Write) and one for the user role with a value of 1 (Read). See the Template table in the Entities section below 

for details of the permission values. Select Raw and copy the response to the clipboard. This will be modified and 

used in the next step. 

 

2.6 Set the ACL to enable Guest Access  
In this call the access control list for a template is modified to grant Guest access to the template. When guest 

access is enabled for a template, it is possible to retrieve a token that enables a user with a URL containing that 

token to launch a questionnaire without requiring a username and password. This is used within the application 

to enable authorised users to share questionnaires with users outside of the system. 

1. Keep the URL as before and Select PUT.  

2. Ensure the Authorization key is still set in the Header. 

3. Add Content-Type=application/json into the Header. 

4. Select the Raw tab below Add Presets and paste in the response from the Get above. Add a third claim as: 

{"Claim":"role","Value":"guest","Right":1} which will grant read access to the Guest user (or more 

specifically, role). 

5. Send this.  

You should receive a 204 No Content response. Now repeat step 2.5 above to GET the ACL (Remember and 

Remove the Content:Type Header first) and check you now have 3 rules in the ACL.   

2.7 Get the Guest Access Token  
In this next call the guest access token is retrieved for this template. This can then be used in a URL to launch the 

template without requiring the user to authenticate. 
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1. Set the URL to /api/account/token and GET.  

2. Ensure the Authorization key is still set in the Header. 

3. Add a URL param of template=Non Disclosure Agreement 

4. Send this. 

You should receive a token . Copy this to the clipboard. Now open up another browser or Chrome in Private mode 

to ensure no authentication cookies are accessible in the new browser session.  

Browse to the following URL https://mycontractexpress.com/app/public?token=yourtoken 

 

2.8 Other considerations for accessing the Questionnaire 
The examples above serve to assist in getting familiar with the Template API following the signing up for a trial. 

There are other aspects related to accessing the questionnaire into an external application which must be 

considered and are not covered in these simple steps. For example, the simple examples do not cover the 

ά/ƻƴǘǊŀŎǘέ ǊŜǎƻǳǊŎe in any way. The Contract resource is the key transactional item that will contain the answers 

from a user interacting with the questionnaire, and the documents that are produced for that answer set. This 

principle resource is described in more detail in the reference section below. 

There are also a range of authentication options which are also covered later in this manual. The example above 

assumes that all calls to the API are under the same user (i.e. a service account). This approach cannot be used if 

you are programmatically creating Contract items as it is not secure. A user could use the Cookie and 

Authentication token to get access to all Contracts created via the API. So one of the alternatives must be used to 

ensure that each user of your solution is uniquely identified as a user in ContractExpress.  

https://na1.contractexpress.com/app/public?token=yourtoken
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If you are building an on-prem solution that uses Windows Integrated authentication and that solution needs to 

integrate with an on-prem instance of ContractExpress also using Windows Integrated authentication, then you 

should configure the integration to pass the Windows Integrated credentials over on the calls to the API. If you 

are building a cloud solution and want to integrate to the ContractExpress cloud instance, then you will need to 

consider Simple Web Token based authentication rather than the Basic (Forms) Authentication used in the 

examples above. This requires Thomson Reuters to make available a dedicated end-point for your integration with 

details of the shared secret for the Simple Web token.  
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3. API Reference 
This section of the manual consists of two parts.  Firstly the requests used to manipulate the resources.  Some of 

these require structured data in the request or return structured data in the response.  This structured data, which 

we call Entities, are described in the second part. 

Each request is described in terms of the URI identifying the resource and the HTTP method used. Then there is a 

description of each parameter used in the request, and the data returned in the response.  We also describe the 

authorization required to perform the action.  Each action also has an example invocation using the "curl" tool 

described here http://en.wikipedia.org/wiki/CURL.   

Some resources, such as templates, are identified by string values.  Such values are subject to certain constraints.  

In particular they may not contain the characters '<' , '>' , '*' , '%' , '&' , ':' , ' \ ' , '/' , '#' , or '?'  and 

may not have '.'  as the last non-whitespace character. 

The API is tightly coupled to the HTTP protocol, and makes systematic use of the standard HTTP methods. 

 Method 

Resource GET PUT POST DELETE 

Collection, for example 
api/templates 

List the URIs and 
perhaps other 
details of the 
collection's 
members. 

Replace the 
entire collection 
with another 
collection. 

Create a new 
entry in the 
collection. The 
new entry's URI is 
assigned 
automatically and 
is usually returned 
by the operation. 

Delete the entire 
collection. 

Item, for example 
api/templates/MyTemplate 

Retrieve a 
representation of 
the addressed 
member of the 
collection. 

Replace the 
addressed 
member of the 
collection, or if it 
doesn't exist, 
create it. 

Perform some 
action on the 
addressed 
member of the 
collection. 

Delete the 
addressed 
member of the 
collection. 

 

In one case the OPTIONS method is used on a resource to test the current user's authorization without incurring 

the overhead of retrieving a representation of that resource. 

  

http://en.wikipedia.org/wiki/CURL
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3.1 Requests 
A client performs some operation on the resources managed by the API by submitting HTTP requests, where the 

URL path identifies a resource or collection of resources, and the HTTP method might distinguish certain actions 

on that resource.  The table below gives a summary of the main resources, and the following pages then give 

details about each action on that resource. 

Resource Comment 

/api Main entry point to API, links to resource 
collections 

/api/upload/templates Upload a docx file, to be used as a template 

/api/templates Collection of templates accessible to current 
user 

/api/templates/{reference} A specific template 

/api/templates/{reference}/acl The access control list for the template 

/api/templates/{reference}/dictionary The current local dictionary of the specified 
template 

/api/templates/{reference}/versions All versions of the specified template 

/api/templates/{reference}/versions/{version} A specific template version 

/api/templates/{reference}/versions/{version}/content The docx template file that was last uploaded 
for this template version 

/api/templates/{reference}/versions/{version}/subtemplates The subtemplates used by this template 
version 

/api/templates/{reference}/approvalsteps The steps of the approval process for this 
template 

/api/templates/{reference}/approvalsteps/{title} An individual step in the approval process for 
this template 

/api/templates/{reference}/history The history of events relating to the template 

/api/contracts Collection of contracts accessible to current 
user 

/api/contracts/{id} A specific contract 
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/api/contracts/{id}/acl The access control list for the specified 
contract 

/api/contracts/{id}/answers The current answer set for the specified 
contract 

/api/contracts/{id}/questionnaire/pages/{page} A questionnaire page for the specified 
contract  

/api/contracts/{id}/documents The documents for the contract, based on 
current answers 

/api/contracts/{id}/documents/zip Download all documents as a single zip file 

/api/contracts/{id}/documents/{docid} The meta data for the specified document 

/api/contracts/{id}/documents/{docid}/content The content byte stream for the specified 
document 

api/upload/documents/{docid} Upload an edited version of a generated 
document 

api/contracts /{id}/inputdocuments External documents uploaded for a contract 

api/contracts /{id}/invitations Invitations to collaborate on a contract 

/api/contracts/activity/{year}/{month} Activity summary for the calendar month 

/api/contracts/{id}/snapshot A zip file allowing reconstruction of the 
contract in its current state (debug) 

/api/contracts/{id}/templates The templates that are used for attachments 
for this contract (preview) 

/api/contracts/{id}/templates/{template}/wording The consolidated wording for the specified 
template used by the contract (preview) 

/api/contracts/{id}/approvals The approvals relating to a contract 

/api/approvals The approvals awaiting approval 

/api/folders Collection of root folders accessible to the 
current user 

/api/folders/{id} A specific folder 

/api/folders/{id}/acl The access control list for the specified folder 
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/api/folders/{id}/contracts The contracts in this folder 

/api/account/login Various resources relating to the current user 
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/api 

Method: GET 

Parameters: 

None 

Response: 

Returns the EntryPoint entity. 

Authorization: 

Unauthenticated. 

Remarks: 

The EntryPoint entity is the root of the API installed on the site.  It indicates the version number and gives links to 

the primary collections of resources, such as Templates and Contracts.  It also contains assertions about copyright, 

trademarks, and patents.  This is the only resource that permits unauthenticated access. 

Example: 

curl http://localhost/contractexpress/api  
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/api/upload/templates 

Method: POST 

Parameters: 

Name Location Type Default Comment 

template Content DOCX Required The template document 

 

Response: 

The request content can either be the byte stream of the DOCX file that is the template, or it can be structured as 

a multi-part MIME with the single part being the DOCX file.  The response is a TemplateVersion entity, with a 

content type of application/json or application/xml.   

Authorization: 

Requires Manage/Templates authority.  If the template already exists then it requires Write permission on the 

template, otherwise for a new template the user is automatically granted Full permission.   

Remarks: 

The template document is validated on upload, and is rejected if it is not a valid DOCX file, or it does not have a 

custom property named db_template_reference whose value is a valid string identifier, or the mark-up in the 

document is not well formed.  Further if the template version already exists then it will be overwritten, unless the 

Major flag is true in which case the upload is rejected. 

Example: 

curl -- request POST -- upload - file MyTemplate.docx http://localhost/contractexpress/api/upload/templates  
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/api/templates 

Method: GET 

Parameters: 

Name Location Type Default Comment 

manage Query string bool False True means consider minor template 
versions 

$filter Query string string None OData 

$orderby Query string string None OData 

$top Query string int 1024 OData 

$skip QueryString int 0 OData 

 

Response: 

Returns a Template entity list, with no child entities pre-populated and no links. The Content-type is either 

application/json or application/xml. 

Authorization: 

The response will only contain templates for which the current user has at least Read permission.  Use/Templates 

and Use/Queries authority is required. 

Remarks: 

When 'manage' is true and the user has Manage/Templates authority then the response contains details of the 

current version, irrespective of whether it is a major or minor version.  It also returns template details where there 

are no active versions if the user has Write permission on that template.  When 'manage' is false the response will 

only contain information about the current Major version.   

Simple OData querying is supported. 

Example: 

curl http://localhost/contractexpress/api/templates?manage=true  
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/api/templates/{reference} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

 

Response: 

A Template entity with none of the current version properties instantiated, nor any child objects.  It will have a 

Link for creating a new contract from this template.  The content-type can be application/json or application/xml. 

Authorization: 

Requires at least Read permission on the template and Use/Templates authority. 

Remarks: 

Retrieves a specific Template entity.  The reference must be a valid string identifier. 

Example: 

cu rl http://localhost/contractexpress/api/templates/MyTemplate  
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/api/templates/{reference} 

Method: POST 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

advertise Query string bool Required True if this template should be included on 
the public page. 

 

Response: 

No content. 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

Note that the template itself must permit Guest access, and there must be a current Major version, as well as the 

Advertise property to be true, for a template to actually be shown on the public page.  The reference must be a 

valid string identifier. 

Example: 

curl -- request POST -- header "Content - Length: 0" 

http://localhost/contra ctexpress/api/templates/MyTemplate?advertise=true  
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/api/templates/{reference} 

Method: POST 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

action Query string string Required The only action is "restore". 

 

Response: 

No content. 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

This will restore the most recently uploaded version of the template if it has been deleted (made inactive).  The 

reference must be a valid string identifier. 

Example: 

curl -- request POST -- header "Content - Length: 0" 

http://localhost/contractexpress/api/templates/MyTemplate?action=restore  
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/api/templates/{reference} 

Method: DELETE 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

 

Response: 

No content. 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

The reference must be a valid string identifier.  The template and all its versions will be deleted.  Note this will 

mean that any contracts based on the template will no longer be able to display the questionnaire, or regenerate 

documents. 

Example: 

curl -- request DELETE http://localhost/contractexpress/api/ templates/MyTemplate  
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/api/templates/{reference}/acl 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

 

Response: 

Returns the ACL for the specified template with content-type application/json or application/xml. 

Authorization: 

Requires Full permission on the template and Manage/Templates authority. 

Remarks: 

An ACL is an ordered list of AccessControlRule entities. 

Example: 

curl http://localhost/contractexpress/api/templates/MyTemplate/acl  
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/api/templates/{reference}/acl 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

acl Body entity None The new access control list 

 

Response: 

No content 

Authorization: 

Requires Full permission on the template and Manage/Templates authority. 

Remarks: 

Set the ACL on the template.  An ACL is an ordered list of AccessControlRule entities. 

Example: 

curl -- request PUT -- header "Content - Type: application/json" -- data 

"[ {Claim:""role"",Value:""user"",Right:1}]" 

http://localhost/contractexpress/api/templates/MyTemplate/acl  
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/api/templates/{reference}/dictionary 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

consolidated Query string bool false True for the fully consolidated dictionary 

 

Response: 

The dictionary of the specified template, content-type application/xml.  An Etag header is also returned that can 

be used for the fulfilment of subsequent requests from the client cache. 

Authorization: 

Requires Read permission on the template, and Manage/Templates authority. 

Remarks: 

Retrieves either the local (unconsolidated) Dictionary for the current version of the specified template, or the fully 

consolidated Dictionary for the template and all its descendant sub-templates.  This supports the sharing of 

dictionary objects across templates while they are being prepared in the Author tool, or for various other 

integration scenarios.  The dictionary is only available as XML. 

Example: 

curl http://localhost/contractexpress/api/templates/MyTemplate/dictionary  
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/api/templates/{reference}/versions 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

current Query string bool false True if only the current version is to be 
included in the list 

 

Response: 

A list of TemplateVersion entities for the specified template.  The content-type can be application/json or 

application/xml. 

Authorization: 

Requires at least Read permission on the template and Use/Templates authority. 

Remarks: 

The reference must be a valid string identifier. 

Example: 

curl http://localhost/contractexpress/api/templates/MyTemplate/versions  
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/api/templates/{reference}/versions/{version} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

version Path string Required The version identifier 

 

Response: 

The TemplateVersion entity for the specified version of a template.  The content-type can be application/json or 

application/xml. 

Authorization: 

Requires at least Read permission on the template and Use/Templates authority. 

Remarks: 

The reference and version must be valid string identifiers.  Note that IIS by default routes a URL where the last 

path segment contains a '.' character, to the static file handler.  It is possible to configure IIS to not do this, but 

that has a performance impact.  An alternative is to provide a trailing slash to the URL, so that the version number 

is not the last segment. 

Example: 

curl http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/  
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/api/templates/{reference}/versions/{version} 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

version Path string Required The version identifier 

tv Content entity None The TemplateVersion entity with the 
updated property values. 

 

Response: 

The updated TemplateVersion entity for the specified version of a template.  The content-type can be 

application/json or application/xml. 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

The reference and version must be valid string identifiers.  This method can be used to update the Name, 

Description, Keywords, NettPrice, IsInactive and IsMajor properties of the TemplateVersion entity. 

Example: 

curl -- request PUT -- header "Content - Type: application/json" -- upload - file NewTV.json 

http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/  
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/api/templates/{reference}/versions/{version} 

Method: DELETE 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

version Path string Required The version identifier 

 

Response: 

No Content. 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

Deletes a specific version of template. 

Example: 

curl -- request DELETE http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/  
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/api/templates/{reference}/versions/{version}/dictionary 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

version Path string Required The version identifier 

 

Response: 

The dictionary of the specified template, content-type application/xml.  An Etag header is also returned that can 

be used for the fulfilment of subsequent requests from the client cache. 

Authorization: 

Requires Read permission on the template, and Manage/Templates authority. 

Remarks: 

Retrieves the local (unconsolidated) Dictionary for the specified version of the template.  This supports the sharing 

of dictionary objects across templates while they are being prepared in the Author tool.  The dictionary is only 

available as XML. 

Example: 

curl http://localhost/contractexpress/api/templates/MyContract/versions/1.0/dictionary  
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/api/templates/{reference}/versions/{version}/content 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

version Path string Required The version identifier 

 

Response: 

Byte stream of content type application/vnd.openxmlformats-officedocument.wordprocessingml.document.  An 

Etag header is also returned that can be used for the fulfilment of subsequent requests from the client cache. 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

The byte stream will be identical to that of the DOCX file that was uploaded.  Write permission is required rather 

than Read, even though the content is just being downloaded, because we want to restrict access to the source 

of a template to only those who have been granted permission to update it. 

Example: 

curl http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/content  
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/api/templates/{reference}/versions/{version}/subtemplates 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

version Path string Required The version identifier 

minor Query string bool false True if minor versions of subtemplates are 
to be considered 

 

Response: 

A list of zero or more TemplateVersion entities is returned. 

Authorization: 

Requires at least Read permission on the template and Manage/Templates authority. 

Remarks: 

The list will contain all the sub-templates referenced by the specified version of the parent template and which 

are accessible under the claims of the user who uploaded that version.  The TemplateVersion entities in the list 

will be determined by the 'minor' flag, and then by a suitable moment in time.  If the minor is true then the ValidTo 

date of the parent template is used, otherwise the MajorValidTo date is used.  If that value is null, then the current 

date and time is used.  The sub-template versions in the list will all be valid at that moment.  Note that this query 

will even return an entity for a sub-template for which this user has an effective right of None.   

Example: 

curl http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/su btemplates?minor=true  
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/api/templates/{reference}/approvalsteps 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

 

Response: 

A list of ApprovalStep entities for the specified template.  The content-type can be application/json or 

application/xml. 

Authorization: 

Requires at least Read permission on the template and Manage/Templates authority. 

Remarks: 

The reference must be a valid string identifier. 

Example: 

curl http://localhost/contractexpr ess/api/templates/MyTemplate/approvalsteps  
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/api/templates/{reference}/approvalsteps 

Method: POST 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

step Body entity Required The ApprovalStep to be added 

 

Response: 

The fully instantiated ApprovalStep entity for the added step.  The content-type can be application/json or 

application/xml. 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

The reference must be a valid string identifier. 

Example: 

curl  -- request POST -- header "Content - Type: application/json" -- data "{TemplateReference:""MyTemplate"", 

Title:""Legal""}" http://localhost/contractexpress/api/templates/MyTemplate/approvalsteps  
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/api/templates/{reference}/approvalsteps/{title} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

title Path string Required The step identifier 

 

Response: 

The ApprovalStep entity for the specified step of the specified template.  The content-type can be application/json 

or application/xml. 

Authorization: 

Requires at least Read permission on the template and Manage/Templates authority. 

Remarks: 

The reference and title must both be valid string identifiers. 

Example: 

curl http://localhost/contractexpress/api/templates/MyTemplate/approvalsteps/Legal  
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/api/templates/{reference}/approvalsteps/{title} 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

title Path string Required The step identifier 

step Body entity Required The modified ApprovalStep 

 

Response: 

The fully updated ApprovalStep entity for the specified step of the specified template.  The content-type can be 

application/json or application/xml. 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

The reference and title must both be valid string identifiers.  Only updateable fields of the ApprovalStep will be 

updated.  Some dependent fields will also be updated in the response, such a ModifiedBy. 

Example: 

curl  -- request PUT -- header "Content - Type: application/json" -- data "{ApprovalStepId:4224, 

TemplateReference:""MyTemplate"", Title:""Legal"", Autostart:true}" 

http://localhost/contractexpress/api/templates/MyTemplate/approvalsteps/Legal  
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/api/templates/{reference}/approvalsteps/{title} 

Method: DELETE 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

title Path string Required The step identifier 

 

Response: 

No content 

Authorization: 

Requires at least Write permission on the template and Manage/Templates authority. 

Remarks: 

Deletes the specified ApprovaStep.  The reference and title must both be valid string identifiers. 

Example: 

curl -- request DELETE http://localhost/contractexpress/api/templates/MyTem plate/approvalsteps/Legal  
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/api/templates/{reference}/history 

Method: GET 

Parameters: 

Name Location Type Default Comment 

reference Path string Required The template identifier 

 

Response: 

A list of SystemHistory entities for the specified template.  The content-type can be application/json or 

application/xml. 

Authorization: 

Requires at least Read permission on the template and Manage/Templates authority.   

Remarks: 

Returns a history of events that relate to the specified Template, with the most recent first.  The reference must 

be a valid string identifier.  Certain events with the System property set to true will only be included in the result 

if the user has Full permission on the Template. 

Example: 

curl http://localhost/contractexpress/api/templates/MyT emplate/history  
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/api/contracts 

Method: POST 

Parameters: 

Name Location Type Default Comment 

template Query string string Required The template reference 

version Query string string None The specific version to use.  The current 
version is used if none specified. 

minor Query string bool false False means only use Major template 
versions for this contract. 

 

Response: 

Contract entity, with no child entities pre-populated.  Links to self, questionnaire, answers, documents, template 

and containing folder.  The Content-type is either application/json or application/xml. 

Authorization: 

When 'minor' is false then requires Read permission on template, and Use/Contracts and Use/Templates 

authority.  When 'minor' is true then requires Write permission on template and Use/Contracts and 

Test/Templates authority. 

Remarks: 

This creates a new contract in the user's home folder.  Permission inherits from that containing folder.  The identity 

claims of the user who uploaded the template version are used for determining authorization on sub-templates. 

Example: 

curl  -- request POST -- header "Content - Length: 0" 

http://localhost/contractexpress/api/contracts?template=TestTemplate  
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/api/contracts 

Method: GET 

Parameters: 

Name Location Type Default Comment 

direct Query string bool false True means only directly shared contracts 

$filter Query string string None OData 

$orderby Query string string None OData 

$top Query string int 256 OData 

$skip QueryString int 0 OData 

 

Response: 

Contract entity list , with no child entities pre-populated and no links. The Content-type is either application/json 

or application/xml. 

Authorization: 

The response will only contain contracts for which the current user has at least Read permission.  Use/Contracts 

and Use/Queries authority is required. 

Remarks: 

When 'direct' is true then the response only contains contracts for which the user has at least Read permission 

but No permission on the contract's containing folder. 

The underlying query is restricted to the most recently created 1024 contracts after applying permission and 

'direct' constraints, but before the applying the OData constraints. 

Example: 

curl http://localhost/contractexpress/api/co ntracts?direct=true  
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/api/contracts/{id} 

Method: OPTIONS 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

No response body.  The header "Allow: GET, PUT, DELETE" is returned. 

Authorization: 

Requires Use/Contracts authority. 

Remarks: 

Used by the questionnaire as a "pre-flight" check that the current user has the relevant authority, without 

incurring overhead of data retrieval of a successful GET method. 

Example: 

curl -- request OPTIONS http://localhost /contractexpress/api/contracts/42  
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/api/contracts/{id} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

Contract entity with any existing Document child entities and for each of those the current DocumentVersion 

entity.  Links to questionnaire, answers, documents, template and containing folder. 

Authorization: 

Requires at least Read permission on the contract and Use/Contracts authority. 

Remarks: 

Retrieves a specific Contract entity. 

Example: 

curl http://localhost/contractexpress/api/contracts/42  
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/api/contracts/{id} 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

contract Body entity Required The contract object with updated field 
values. 

 

Response: 

The updated Contract entity with any existing Document child entities and for each of those the current 

DocumentVersion entity.  Links to questionnaire, answers, documents, template and containing folder.  Content-

type is either application/json or application/xml. 

Authorization: 

Requires at least Write permission on the contract and Use/Contracts authority. 

Remarks: 

Updates a specified contract.  The Contract Id in the entity must match the id used in the Path.  IsExplicitName, 

ExternalReference, ExternalLabel and Name are set by this action.  All other fields are unaffected. 

Example: 

curl -- request PUT -- header "Content - Type: application/json" -- data "{Contra ctId:42, 

IsExplicitName:true,ExternalReference:null,ExternalLabel:null,Name:""My special name""}" 

http://localhost/contractexpress/api/contracts/42  
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/api/contracts/{id} 

Method: DELETE 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

No content. 

Authorization: 

Requires at least Write permission on the contract and Use/Contracts authority. 

Remarks: 

Deletes a specific contract. 

Example: 

curl -- request DELETE http://localhost/contractexpress/api/contrac ts/42  
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/api/contracts/{id} 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

folderid Query string int Required The destination folder id 

 

Response: 

No content. 

Authorization: 

Requires at least Write permission on the contract and the destination folder, and Use/Folder and 

Manage/Contracts authority. 

Remarks: 

Moves a contract to a new folder.  The ACL of the contract remains the same and does not inherit that of the 

destination folder. 

Example: 

curl -- request POST -- header "Content - Length: 0" 

http://localhost/contractexpress/api/contracts/42?folderid=12  
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/api/contracts 

Method: GET 

Parameters: 

Name Location Type Default Comment 

docid Query string long Required A document identifier 

version Query string string Required The contract version 

 

Response: 

Contract entity with any existing Document child entities and for each of those the DocumentVersion entity 

relating to the specified version of the contract.  Links to questionnaire, answers, documents, template and 

containing folder. 

Authorization: 

Requires at least Read permission on the contract and Use/Contracts authority. 

Remarks: 

Retrieves the Contract entity that contains the specified Document.  The version is the Base64 encoding of the 

ContractVersion property of those DocumentVersions to be included in the response.  This "reverse" lookup is 

useful for retrieving a Contract from information saved in a generated document.  Note the response is a single 

Contract entity and not a collection as might be expected from the resource path. 

Example: 

curl http://localhost/contractexpress/api/contracts?docid=77&version=AAAAAAAA4pI%3d  
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/api/contracts/{id}/acl 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

Returns an AclPair entity with content-type application/json or application/xml. 

Authorization: 

Requires Full permission on the contract and Manage/Contracts authority. 

Remarks: 

The ACL pair consists of an explicit ACL, which is null if the contract is inheriting its permissions from the containing 

folder, and an implicit ACL which is the ACL of the containing folder.  Returning both allows the client to distinguish, 

and display either without an additional GET request. 

An ACL is a list of AccessControlRule entities. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/acl  
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/api/contracts/{id}/acl 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

acl Body entity None The explicit access control list 

 

Response: 

No content 

Authorization: 

Requires Full permission on the contract and Manage/Contracts authority. 

Remarks: 

Set the explicit ACL on the contract.  Setting this to null makes the contract inherit the ACL of the containing folder.   

Example: 

curl -- request PUT -- header "Content - Type: application/json" -- data 

"[{Claim:""role"",Value:""user"",Right:1}]" http://local host/contractexpress/api/contracts/42/acl  
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/api/contracts/{id}/answers 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

An AnswerSet, content-type application/xml.  An Etag header is also returned that can be used on subsequent 

POST for detecting conflicting updates. 

Authorization: 

Requires Read permission on the contract, and Use/Contracts and Use/Questionnaires authority. 

Remarks: 

Retrieves the current answer set for the specified contract.  The answer set is typically the answer to questions 

provided through the questionnaire, and any explicitly set parameters.  The answer set is only available as XML. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/answers  
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/api/contracts/{id}/answers 

Method: POST 

Parameters: 

Name Location Type Default Comment 

ifmatch Header etag None Used for the detection of update conflicts. 

id Path long Required The contract identifier 

answers Body xml Required The new answers 

 

Response: 

No content.  

Authorization: 

Requires Write permission on the contract, and Use/Contracts and Use/Questionnaires authority. 

Remarks: 

Merges the submitted answers with the existing answers for the specified contract.  Parameter values in the 

submitted answers are discarded, as parameters are invariant after contract creation.  For requests initiated by a 

browser, the ifmatch header is usually automatically populated based on the eTag of the currently cached request, 

if there was one. 

Example: 

curl -- request POST -- upload - file Answers.xml 

http://localhost/contractexpress/api/contracts/{id}/answers  
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/api/contracts/{id}/questionnaire/pages/{page} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

page Path int Required The 1 based index of the page of the full 
questionnaire. 

navigate Query string string self The page requested relative to the index 
specified in the 'page' parameter.  Options 
are {self, next, previous, first, last}. 

readOnly Query string bool false True means that the questionnaire page 
will not be used for submitting modified 
answers 

 

Response: 

An ActivatedPage with content-type application/xml or application/javascript.  An Etag header is also returned 

that can be used on subsequent POST of answers updated on this page for detecting conflicting updates.  The 

response will have links for self, next, previous, first and last pages, the answers and the documents. 

Authorization: 

Requires Read permission on the contract and the underlying template, and Use/Contracts and 

Use/Questionnaires authority.   

Remarks: 

Retrieves the appropriate questionnaire page definition as XML or JavaScript.  JSON is not supported.  The 

JavaScript representation is well suited to conversion to HTML in a very flexible manner described more fully in 

section 5, Embedding the Questionnaire. 

 

Example: 

curl http://localhost/contractex press/api/contracts/42/questionnaire/pages/1?navigate=first  
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/api/contracts/{id}/documents 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

Contract entity with Document child entities and for each of those the current DocumentVersion entity, and zero 

or more GeneratedAlert child entities.  Content-type application/json or application/xml. 

Authorization: 

Requires Read permission on the contract, and on the underlying template if the documents need to be 

regenerated, and Use/Contracts and Use/Documents authority.   

Remarks: 

Note that a Contract entity is returned, rather than a collection of Documents.  This method will attempt to 

regenerate the documents if there are none that match the current set of Answers.  As part of that regeneration 

zero or more Alerts may be raised.  The Contract entity acts as a container for the Documents and associated 

Alerts. 

Example: 

curl  http://localhost/contractexpress/api/contracts/42/documents  
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/api/contracts/{id}/documents/{docid} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

docid Path long Required The document identifier 

 

Response: 

Document entity as Content-type application/json or application/xml. 

Authorization: 

Requires Read permission on the contract, and on the underlying template if the documents need to be 

regenerated, and Use/Contracts and Use/Documents authority.   

Remarks: 

This method will attempt to regenerate the documents if there are none that match the current set of Answers. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/documents/77  
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/api/contracts/{id}/documents/{docid}/content 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

docid Path long Required The document identifier 

pdf Query string bool false True if require response as PDF 

version Query string string None The contract version 

 

Response: 

Returns the content of the specified version of the specified Document.  A number of content types are supported.  

The response will contain a content disposition header of attachment and appropriate filename.  An ETag header 

is also returned to allow for fulfilment of subsequent requests from cache. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Documents authority.   

Remarks: 

If no version is specified then the latest version of the specified Document is used.  The value of the version 

parameter is the Base64 encoding of the ContractVersion property of the corresponding DocumentVersion entity.  

If there is not a document version associated with the specified version of the contract then regeneration will not 

occur, and a "Not found" response will result.  Documents generated from templates will default to using the 

content-type of application/vnd.openxmlformats-officedocument.wordprocessingml.document.  Uploaded 

documents will use the content type given during upload.  The client can request a response content type of 

application/pdf either by using a request Accept header, or by setting the 'pdf' query string parameter to 'true'.  

In this case if the system will attempt to convert the document into a PDF, returning a "Not acceptable" response 

if this is not possible. 

Example: 

curl  http://localhost/contractexpress/api/contracts/42/documents/77/content?pdf=true  
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/api/contracts/{id}/documents/{docid}/signed 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

docid Path long Required The document identifier 

 

Response: 

Returns the signed content of the specified Document.  The content type will be application/pdf.  The response 

will contain a content disposition header of attachment and appropriate filename. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Documents authority.   

Remarks: 

The returned document will be the output of the external eSignature system.  Currently we only support DocuSign 

and the content type for this is always PDF. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/documents/77/signed  
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api/upload/documents/{docid} 

Method: POST 

Parameters: 

Name Location Type Default Comment 

docid Path long Required The document identifier 

document Content - Required The edited document content 

 

Response: 

No content.   

Authorization: 

Requires Write permission on the contract and Use/Contracts and Use/Documents authority.   

Remarks: 

The request content can either be the byte stream of the edited document, or it can be structured as a multi-part 

MIME with the single part being the edited document.  There must be a Content-Type header on the request.  

Usually this will correspond to the DOCX file format, and if so the document is validated on upload, and is rejected 

if it is not a valid DOCX file.  In all cases the content type must agree with the content type of the corresponding 

generated document.  So it is invalid, for example, to replace a DOCX with a PDF.  The uploaded content will 

replace the latest version of the specified generated document. 

Example: 

curl -- request POST -- upload - file MyEditedDocument.docx 

http://localhost/contractexpress/api/upload/documents/77  
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/api/contracts/{id}/documents/{docid}/versions 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

docid Path long Required The document identifier 

 

Response: 

Array of DocumentVersion entities.  Content-type application/json or application/xml. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Documents authority.   

Remarks: 

 

Example: 

curl http://localhost/contractexpress/api/contracts/42/documents/77/ versions   
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/api/contracts/{id}/documents/{docid}/versions/{verid} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

docid Path long Required The document identifier 

verid Path long Required The version identifier 

 

Response: 

DocumentVersion entity.  Content-type application/json or application/xml. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Documents authority.   

Remarks: 

 

Example: 

curl http://localhost/contractexpress/api/contracts/42/documents/77/versions/81  
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/api/contracts/{id}/documents/{docid}/versions/{verid}/content 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

docid Path long Required The document identifier 

verid Path long Required The version identifier 

pdf Query string bool false True if require response as PDF 

version Query string string None The contract version 

 

Response: 

Returns the content of the specified version of the specified Document.  A number of content types are supported.  

The response will contain a content disposition header of attachment and appropriate filename.  An ETag header 

is also returned to allow for fulfilment of subsequent requests from cache. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Documents authority.   

Remarks: 

Documents generated from templates will default to using the content-type of application/vnd.openxmlformats-

officedocument.wordprocessingml.document.  Uploaded documents will use the content type given during 

upload.  The client can request a response content type of application/pdf either by using a request Accept header, 

or by setting the 'pdf' query string parameter to 'true'.  In this case the system will attempt to convert the 

document into a PDF, returning a "Not acceptable" response if this is not possible. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/documents/77/versions/81 /content   
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api/upload/inputdocuments/{id} 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

document Content - Required The document content 

 

Response: 

No content.  The Location response header will contain the URL for the InputDocument. 

Authorization: 

Requires Write permission on the contract and Use/Contracts and Use/Questionnaires authority.   

Remarks: 

The request content can either be the byte stream of the document, or it can be structured as a multi-part MIME 

with the single part being the document.  There must be a Content-Type header on the request.  The uploaded 

content is available to attach or include in the set of generated documents for the contract.  For the input 

document to be used in this way there must be a suitable field in a template that uses a file upload variable that 

is set to a value that identifies this input document. 

Example: 

curl -- r equest POST -- upload - file MyExternalDocument.docx 

http://localhost/contractexpress/api/upload/inputdocuments/42  
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api/contracts /{id}/inputdocuments 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

A list of InputDocument entities for the contract.  Content-type application/xml or application/javascript. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Questionnaires authority.   

Remarks: 

None 

Example: 

curl  http://localhost/contractexpress/api/contracts/42/inputdocuments  
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api/contracts /{id}/inputdocuments/{docid} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

docid Path long Required The input document identifier  

 

Response: 

Returns the specified InputDocument entity.  Content-type application/xml or application/javascript. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Questionnaires authority.   

Remarks: 

None 

Example: 

curl http://localhost/contractexpress/api/contracts/42/inputdocuments/777  
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api/contracts /{id}/inputdocuments/{docid}/content 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

docid Path long Required The input document identifier  

 

Response: 

Returns the content of the specified InputDocument.  Content-type will be as specified during corresponding 

upload.  The content disposition will be "attachment". 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Questionnaires authority.   

Remarks: 

The byte stream will be identical to that uploaded.  

Example: 

curl http://localhost/contractexpress/api/contracts/42/inputdocuments/777/content  
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api/contracts /{id}/invitations 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

Returns a list of Invitation entities for the Contract.  Content-type can be application/xml or application/json. 

Authorization: 

Requires Read permission on the contract and Use/Contracts authority.   

Remarks: 

Invitations are created using an appropriate api/email request. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/invitations  
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api/contracts /{id}/invitations/{itemid} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

itemid Path long Required The invitation identifier 

 

Response: 

Returns the specified Invitation entity.  Content-type can be application/xml or application/json. 

Authorization: 

Requires Read permission on the contract and Use/Contracts authority.   

Remarks: 

Invitations are created using an appropriate api/email request. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/invitations/1234  
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api/contracts /{id}/invitations/{itemid} 

Method: DELETE 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

itemid Path long Required The invitation identifier 

 

Response: 

No content 

Authorization: 

Requires Full permission on the contract and Use/Contracts authority.   

Remarks: 

Full permission is required because the request might restrict who has access to the contract. 

Example: 

curl -- request DELETE http://localhost/contractexpress/api/contracts/42/invitations/1234  
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/api/contracts/{id}/documents/zip 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

signed Query string bool false True if a zip of the signed documents is 
required 

 

Response: 

All the current document contents for the specified contract as a single zip file.  Content-type application/zip. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Documents authority.   

Remarks: 

This method will use the default content type of the documents inside the zip archive.  No attempt to regenerate 

the documents will be made if there are none for the current answer set. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/documents/zip  
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/api/contracts/activity/{year}/{month} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

year Path int Required The calendar year 

month Path int Required The calendar month 

format Query string string None CSV to indicate response required as 
comma separated values. 

 

Response: 

A list of Activity entities, as content type application/json, application/xml or text/csv.  For content type text/csv 

a content disposition of attachment is added. 

Authorization: 

Summarizes only those contracts for which current user has at least Read permission, and requires 

Manage/Contracts and Use/Queries authority. 

Remarks: 

The Activity entity in this case states how many times a particular template was used by a particular user in the 

specified month.  Note that all dates used are based on UTC times.  The format parameter is intended for use in 

situations where there is no control over the Accept header in the request. 

Example: 

curl http://localhost/contractexpress/api/contracts/activity/2014/4  
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/api/contracts/charges/{year}/{month} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

year Path int Required The calendar year 

month Path int Required The calendar month 

 

Response: 

The content type is application/xml with a content disposition of attachment. 

Authorization: 

Requires Manage/Licence, Manage/Contracts and Use/Queries authority. 

Remarks: 

This action allows for the download of an XML file containing data that can be used for pay-per-use charging.  Note 

that the file will only contain information about Contracts for which the user has at least Read access. 

Example: 

curl http://localhost/contractexpress/api/contracts/c harges/2015/4  
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/api/contracts/{id}/snapshot 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

Returns all the data needed to reconstruct a contract in a different license space, as a single zip file.  Content-type 

application/zip. 

Authorization: 

Requires Read permission on the contract and Write permission on all templates used, and Manage/Templates, 

Use/Contracts, Use/Documents and Use/Questionnaires authority.   

Remarks: 

This is intended to aid the investigation of issues a user is having, by providing all the information needed to 

reconstruct the scenario in a debug environment, namely the templates, the answers and a record of the activated 

pages in the questionnaire and the generated documents.  Taking a snapshot does not update the source contract 

in any way, for example no attempt to regenerate documents is made. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/snapshot  
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/api/contracts/{id}/templates 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

Returns a Dictionary entity for the specified contract.  Content-type application/xml or application/javascript.  An 

Etag header is returned to enable appropriate fulfilment of subsequent requests from cache. 

Authorization: 

Requires Read permission on the contract, and Use/Contracts and Use/Preview authority.   

Remarks: 

The returned Dictionary entity is that portion of the consolidated dictionary for the set of templates used by the 

contract that defines the usage of attached sub-templates.  The application/javascript representation is optimized 

for document Preview. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/templates  
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/api/contracts/{id}/templates/{template}/wording 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

template Path string Required The template reference 

 

Response: 

Returns the template wording of the version of the specified template used by the specified contract as content-

type application/javascript.  An Etag header is returned to enable appropriate fulfilment of subsequent requests 

from cache. 

Authorization: 

Requires Read permission on the contract, and Use/Contracts and Use/Preview authority.   

Remarks: 

The response is the consolidated wording of the top template or an attachment template for the set of templates 

used by the contract.  The JavaScript is optimized for document Preview and a proportion of the wording text may 

have been redacted. 

Example: 

curl http://localhost/con tractexpress/api/contracts/42/templates/TestTemplate/wording  

 



 

May 20, 2016 

74 ContractExpress® API Manual 

api/contracts/{id}/templates/uptodate 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

Boolean true or false.  The content-type can be application/json or application/xml. 

Authorization: 

Requires at least Read permission on the contract and the underlying template, and Use/Contracts authority.   

Remarks: 

Returns true if the contract is using the most up to date templates. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/templates/uptodate  
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api/contracts/{id}/templates/uptodate 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

No content 

Authorization: 

Requires at least Write permission on the contract and Read permission on the underlying template, and 

Use/Contracts authority.   

Remarks: 

Updates the contract to use the most recent versions of the underlying templates. 

Example: 

curl -- requ est POST -- header "Content - Length: 0" 

http://localhost/contractexpress/api/contracts/42/templates/uptodate  
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api/contracts/{id}/ esignature/cancel 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

No content 

Authorization: 

Requires at least Write permission on the contract, and Use/Contracts authority.   

Remarks: 

Updates the contract to cancel the E-Signature request. 

Example: 

curl -- request POST -- header "Content - Length: 0" 

http://localho st/contractexpress/api/contracts/42/esignature/cancel  
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/api/contracts/{id}/approvals 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

A list of Approval entities for the specified Contract.  Content-type application/json or application/xml. 

Authorization: 

Requires Read permission on the contract and Use/Contracts and Use/Approvals authority.   

Remarks: 

None. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/approvals  
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/api/contracts/{id}/approvals/{title} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

title Path string Required The approval name 

 

Response: 

Approval entity as Content-type application/json or application/xml. 

Authorization: 

Requires Read permission on the Contract and Use/Contracts and Use/Approvals authority.   

Remarks: 

The title parameter must be a valid string identifier. 

Example: 

curl http://localhost/contractexpress/api/contracts/42/approvals/Legal  
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/api/contracts/{id}/approvals/{title} 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

title Path string Required The approval name 

action Query string string Required The action to perform on the approval 

approvertype Query string string Null Either 'userid' or 'group' 

approver Query string string Null The user id or group name 

comment Query string string Null A comment to add to any email that 
might be triggered 

 

Response: 

No content 

Authorization: 

Requires Write permission on the Contract and Use/Contracts and Use/Approvals or Manage/Approvals authority 

depending on the action.   

Remarks: 

The title parameter must be a valid string identifier.  The action parameter must be one of the values request, 

forward, grab, approve, reject or revoke.  If the action is request then Use/Approvals authority is required, 

otherwise for all other values Manage/Approvals is required.  If the action is grab or forward then the approver 

and approvertype parameters must not be null, and indicate either the user who has grabbed the approval, or the 

user or group to which it has been forwarded.  The ApprovalStep associated with this Approval may have been 

configured to send emails, in which case this request may trigger the sending of one or more emails. 

Example: 

curl  -- request POST -- header "Content - Length: 0"  

http://localhost/contractexpress/api/contracts/42/approvals/Legal?action=request  
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/api/contracts/{id}/history 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path long Required The contract identifier 

 

Response: 

A list of ContractHistory entities for the specified contract.  The content-type can be application/json or 

application/xml. 

Authorization: 

Requires at least Read permission on the contract and Use/Contracts authority.   

Remarks: 

Returns a history of events that relate to the specified Contract, with the most recent first.  Certain events with 

the System property set to true will only be included in the result if the user has Full permission on the Template. 

Example: 

curl http://localhost/ contractexpress/api/contracts/42/history  
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/api/approvals 

Method: GET 

Parameters: 

Name Location Type Default Comment 

$filter Query string string None OData 

$orderby Query string string None OData 

$top Query string int 256 OData 

$skip QueryString int 0 OData 

 

Response: 

Approval entity list, with no child entities pre-populated and no links. The Content-type is either application/json 

or application/xml. 

Authorization: 

The response will only contain approvals for which the current user has at least Read permission.  

Manage/Approvals, Use/Contracts and Use/Queries authority is required. 

Remarks: 

The underlying query is restricted to the top 1024 Approvals in the 'awaiting approval' state for the most recently 

created contracts after applying permissions but before the applying the OData constraints.  The intention is that 

this query is a queue of items awaiting approval that this user could progress. 

Example: 

curl http://localhost/contractexpress/api/approvals  
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/api/folders 

Method: GET 

Parameters: 

Name Location Type Default Comment 

category Query string string template This is intended for future use.  For now 
this parameter should always be explicitly 
set to "contract". 

 

Response: 

Returns a Folder entity list, with no child entities pre-populated and no links. The Content-type is either 

application/json or application/xml. 

Authorization: 

The response will only contain folders for which the current user has at least Read permission, and where they 

have No permission of the parent folder.  Use/Folders and Use/Queries authority is required. 

Remarks: 

The system currently only supports folders for organizing contracts, but will in future also allow folders to be used 

for organizing templates.  The response is effectively the "root" folders accessible to the current user.  All other 

folders can be accessed indirectly as a descendant of one of these "root" folders. 

Example: 

curl http://localhos t/contractexpress/api/folders?category=contract  
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/api/folders 

Method: POST 

Parameters: 

Name Location Type Default Comment 

name Query string string Required The name of the new folder 

category Query string string Required This determines the type of folder, and all 
subfolders within it.  It can be  "contract" 
or "template". 

 

Response: 

A Folder entity. The Content-type is either application/json or application/xml. 

Authorization: 

Requires CreateRoot/Folders authority. 

Remarks: 

This will create a new absolute "root" folder.  An absolute "root" folder is one that really has no parent folder, 

rather than one that is just not visible to the current user. 

Example: 

curl -- request POST -- header "Content - Length: 0" 

http://localhost/contractexpress/api/folders?name=foo&category=contract  
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/api/folders/{id} 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

 

Response: 

Folder entity with any existing Contract and Folder child entities populated.  Content-type application/json or 

application/xml. 

Authorization: 

Requires at least Read permission on the folder and Use/Folders authority.  The child entities will not be populated 

unless the user also has Use/Queries authority. 

Remarks: 

Retrieves a specific folder and its contents. 

Example: 

curl http://localhost/contractexpress/api/folders/3  
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/api/folders/{id} 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

name Query string string Required The name of the new sub-folder 

 

Response: 

No content, but with a Location header with the URL of the new folder. 

Authorization: 

Requires at least Write permission on the folder and Use/Folders authority. 

Remarks: 

Creates a new sub-folder of the specified folder with the given name.  The new folder will inherit the ACL of the 

specified folder.  The name must not be the same as any existing sub-folders of the specified folder. 

Example: 

curl -- requ est POST -- header "Content - Length: 0" http://localhost/contractexpress/api/folders/3?name=bar  
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/api/folders/{id} 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

folder Content entity Required The Folder entity with updated properties 

 

Response: 

The updated Folder entity, with content-type of application/json or application/xml.. 

Authorization: 

Requires at least Write permission on the folder and Use/Folders authority. 

Remarks: 

Update the Name property of the folder.  The name must not be the same as any existing sub-folders of the 

specified folder. 

Example: 

curl -- request PUT -- header "Content - Type: applica tion/json" -- data "{FolderId:3, Name:""My special 

name""}" http://localhost/contractexpress/api/folders/3  

 



 

May 20, 2016 

87 ContractExpress® API Manual 

/api/folders/{id} 

Method: DELETE 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

 

Response: 

No content. 

Authorization: 

Requires at least Write permission on the folder and all its descendants and Use/Folders authority. 

Remarks: 

Deletes a specific folder and all its contents. 

Example: 

curl -- request DELETE http://localhost/contractexpress/api/folders/3  
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/api/folders/{id} 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

parentid Query string int Required The destination folder id 

 

Response: 

No content. 

Authorization: 

Requires at least Write permission on the folder being moved and the destination folder, and Use/Folders 

authority. 

Remarks: 

Moves a folder to a new parent folder.  The ACL of the folder remains the same and does not inherit that of the 

new parent folder.  A value of zero for the parentid means make the folder an absolute "root" folder, and this 

requires CreateRoot/Folders authority. 

Example: 

curl -- request POST -- header "Content - Length: 0" 

http://localhost/contractexpress/api/folders/3?parentid=17  
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/api/folders/{id}/acl 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

 

Response: 

Returns an AclPair entity with content-type application/json or application/xml. 

Authorization: 

Requires Full permission on the folder and Use/Folders authority. 

Remarks: 

The ACL pair consists of an explicit ACL, which is null if the folder is inheriting its permissions from its parent folder, 

and an implicit ACL which is the ACL of the parent folder.  Returning both allows the client to distinguish, and 

display either without an additional GET request. 

An ACL is a list of AccessControlRule entities. 

Example: 

curl  http://localhost/contractexpress/api/folders/3/acl  
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/api/folders/{id}/acl 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

acl Body entity None The explicit access control list 

 

Response: 

No content 

Authorization: 

Requires Full permission on the folder and Use/Folders authority. 

Remarks: 

Set the explicit ACL on the folder.  Setting this to null makes the folder inherit the ACL of the parent folder.   

Example: 

curl  -- request PUT -- header "Content - Type: application/json" -- data 

"[{Claim:""role"",Value:""user"",Right:1}]" http://localhost/contractexpress/api/folders/3/acl  
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/api/folders/{id}/templates 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

template Query string string Required The template reference 

profile Query string string None The profile to be used on launch (if any) 

name Query string string None The display name for this combination of 
template and profile in this folder 

 

Response: 

The fully instantiated TemplateInFolder entity, with the values passed and a unique TemplateInFolderId.  The 

Content-type is either application/json or application/xml. 

Authorization: 

Requires Write permission on the folder and Read permission on template, and Use/Folders and 

Manage/Templates authority. 

Remarks: 

This creates a new association of a Template and a Profile in a Folder.   

Example: 

curl -- request POST -- header "Content - Length: 0" 

http://localhost/contractexpress/api/fold ers/3/templates?template=MyTemplate  
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/api/folders/{id}/templates 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

tif  Body entity Required The updated TemplateInFolder 

 

Response: 

The fully TemplateInFolder entity is echoed, with the name property set to the a default value if none was specified 

in the request.  The Content-type is either application/json or application/xml. 

Authorization: 

Requires Write permission on the folder and Read permission on template, and Use/Folders and 

Manage/Templates authority. 

Remarks: 

This updates the association of a Template and a Profile in a Folder.  It allows for the template, profile, name and 

description to be updated.  

Example: 

curl  -- request PUT -- header "Content - Type: application/json" -- data "{TemplateInFolderId:777, 

TemplateReference:""MyTemplate"", Name:""My special name""}" 

http://localhost/contractexpress/api/folders/3/templates  
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/api/folders/{id}/templates/{linked} 

Method: DELETE 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

linkid Path int Required The id if the TemplateInFolder 

 

Response: 

No content 

Authorization: 

Requires Write permission on the folder and Read permission on template, and Use/Folders and 

Manage/Templates authority. 

Remarks: 

This removes the association of a Template and a Profile from a Folder.   

Example: 

curl -- request DELETE http://localhost/contractexpress/api/folders/3/templates/777  
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/api/folders/{id}/contracts 

Method: POST 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

template Query string string Required The template reference 

version Query string string None The specific version to use.  The current 
version is used if none specified. 

minor Query string bool false False means only use Major template 
versions for this contract. 

 

Response: 

Contract entity, with no child entities pre-populated.  Links to self, questionnaire, answers, documents, and 

template.  The Content-type is either application/json or application/xml. 

Authorization: 

Requires Write permission on the folder.  When 'minor' is false then requires Read permission on template, and 

Use/Folders, Use/Contracts and Use/Templates authority.  When 'minor' is true then requires Write permission 

on template and Test/Templates instead of Use/Templates authority. 

Remarks: 

This creates a new contract in the specified folder.  ACL of the new contract inherits from that folder.  The identity 

claims of the user who uploaded the template version are used for determining authorization on sub-templates. 

Example: 

curl -- request POST -- header "Content - Length: 0" 

http://localhost/contractexpress/api/folders/3/contracts?template=TestTemplate  
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/api/folders/{id}/contracts 

Method: GET 

Parameters: 

Name Location Type Default Comment 

id Path int Required The folder identifier 

 

Response: 

Contract entity list, with no child entities pre-populated.  Links to self, questionnaire, answers, documents, and 

template.  The Content-type is either application/json or application/xml. 

Authorization: 

The response will only contain contracts for which the current user has at least Read permission.  Use/Folders, 

Use/Contracts and Use/Queries authority is required. 

Remarks: 

This returns all the contracts visible to the current user in the specified folder. 

Example: 

curl http://localhost/contractexpress/api/folders/3/contracts  
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/api/account/login 

Method: POST 

Parameters: 

None 

Response: 

A string which is used as an anti-forgery token.  Content type is text/plain.  There will also be a Set-Cookie response 

header. 

Authorization: 

The caller needs Use/Licence authority, so must provide credentials via an Authorization header.   

Remarks: 

This request is only useful where the target instance of ContractExpress is configured for Forms Based 

Authentication.  This call allows the caller to receive an FBA authentication cookie and anti-forgery token that can 

be used on subsequent calls. The Authorization header would typically use the Basic or SWT schemes described 

in section 4.1 below.  This is the programmatic equivalent of the login screen.  It is used when embedding the 

questionnaire so that the browser has a cookie that will be automatically added to subsequent requests by the 

browser. 

Example: 

curl -- request POST -- header "Content - Length: 0" ïheader "Author ization: SWT RG9tYWlu..." 

http://localhost/contractexpress/api/account/login   
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/api/account/logout 

Method: POST 

Parameters: 

None 

Response: 

No content.  There will be a Set-Cookie response header. 

Authorization: 

Requires Use/Licence authority. 

Remarks: 

Clears the session cookie.  It will also trigger any logout functionality that has been configured for this user. 

Example: 

curl -- request POST -- header "Content - Length: 0" http://localhost/contractexpress/api/account/logout  
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/api/account/password 

Method: POST 

Parameters: 

Name Location Type Default Comment 

body Content entity None The UserNewPassword entity with the old 
and new passwords. 

 

Response: 

No content. 

Authorization: 

Requires Use/Licence authority. 

Remarks: 

This will change the current user's password.  It requires the old password to be correctly specified as well as the 

new one.  It will also trigger an email to be sent to the current user alerting them to the fact the password has 

been changed, and allowing them to reset it easily. 

Example: 

curl -- request POST -- header "Content - Type: application/json" -- data "{CurrentPassword:""Password1"", 

NewPassword:""Password2""}" http://localhost/contractexpress/api/account/password  



 

May 20, 2016 

99 ContractExpress® API Manual 

/api/account/settings 

Method: GET 

Parameters: 

Name Location Type Default Comment 

userid Path string None Optionally the id of the user whose 
settings are to be retrieved 

 

Response: 

Returns a UserSettings entity.  Supports application/json and application/xml content types. 

Authorization: 

Requires Use/Licence authority to get the current users settings by not specifying a value for the userid parameter, 

and Manage/Licence authority when a userid parameter is specified. 

Remarks: 

This retrieves various settings relating to the specified user.  If the user does not currently exist within the 

LicenceSpace, and the Licence allows for another user to be created, then the user will be automatically created 

with appropriate default settings.  The response object will include a child LicenceSpace object, with any Subsite 

specific overrides applied.  If userid was not specified then the UserSettings will have its AuthorizedActions 

property set with all the resource/action authorities granted to the current user.   

Example: 

curl http://localhost/contractexpress/api/account/settings  
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/api/account/settings 

Method: PUT 

Parameters: 

Name Location Type Default Comment 

body Content entity None The UserSettings entity with the updated 
property values. 

 

Response: 

No Content. 

Authorization: 

User needs Use/Licence authority to update their own settings, or Manage/Licence authority to modify another 

user's settings. 

Remarks: 

Update the settings for the specified user.  Not all properties of the UserSettings entity are updateable, and 

changes to read only properties will be ignored. 

Example: 

curl http://localhost/contractexpress/api/account/settings  
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/api/account/licence 

Method: GET 

Parameters: 

None 

Response: 

Returns a Licence entity. Supports application/json and application/xml content types. 

Authorization: 

Requires Use/Licence authority. 

Remarks: 

Returns details of the Licence that governs the LicenceSpace to which the caller belongs. 

Example: 

curl http://localhost/contractexpress/api/account/licence  
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/api/account/users 

Method: GET 

Parameters: 

Name Location Type Default Comment 

name Query string string None Optionally some substring filter 

 

Response: 

Returns a list of Strings.  Supports application/json and application/xml content types. 

Authorization: 

Requires Use/Licence and Use/Queries authority. 

Remarks: 

This returns the list of users that the current user is allowed to see and whose names contain the substring 

specified in the name parameter.  The search space will either correspond to the LicenceSpace or the Subsite to 

which the caller belongs. 

Example: 

curl http://localhost/contractexpress/api/account/users?name=ted  
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/api/account/groups 

Method: GET 

Parameters: 

Name Location Type Default Comment 

name Query string string None Optionally some substring filter 

 

Response: 

Returns a list of Strings.  Supports application/json and application/xml content types. 

Authorization: 

Requires Use/Licence and Use/Queries authority. 

Remarks: 

This returns the list of groups that the current user is allowed to see and whose names contain the substring 

specified in the name parameter.  The search space will either correspond to the LicenceSpace or the Subsite to 

which the caller belongs. 

Example: 

curl http://localhost/contractexpress/api/account/groups?name=dev  
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/api/account/notices 

Method: GET 

Parameters: 

None 

Response: 

Returns a list of Notice entities.  Supports application/json and application/xml content types. 

Authorization: 

Requires Use/Licence authority. 

Remarks: 

This returns the list of active Notice entities that have not yet been acknowledged by the current user. 

Example: 

curl http://localhost/contractexpress/api/account/notices  
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/api/account/notices 

Method: POST 

Parameters: 

Name Location Type Default Comment 

noticeid Query string int Required The id of the last notice 

 

Response: 

No content. 

Authorization: 

Requires Use/Licence authority.  

Remarks: 

This records the id of a Notice entity that is the last which the current user has acknowledged.  Notice ids are 

monotonically increasing integers, so all prior Notices are also deemed to have been acknowledged. 

Example: 

curl http://localhost/contractexpress/api/account/notices?noticeid=42  
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/api/account/permission 

Method: POST 

Parameters: 

Name Location Type Default Comment 

acl Body entity None A list of AccessControlRule entities 

 

Response: 

Returns a string with content type text/plain. 

Authorization: 

Requires Use/Licence authority. 

Remarks: 

Calculates the effective permission that would be granted to the current user by the Access Control List specified 

in the body of the request.  The response will be one of None, Read, Write or Full. 

Example: 

curl -- request POST -- header "Content - Type: application/json" -- data 

"[{Claim:""role"",Value:""user"",Right:1}]" http://localhost/contractexpress/api/account/permission  
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/api/account/token 

Method: GET 

Parameters: 

Name Location Type Default Comment 

template Query string string Required The template identifier 

profile Query string string None Optional profile identifier 

 

Response: 

Returns a string representation of the public token for the specified template with content-type application/json 

or application/xml. 

Authorization: 

Requires Full permission on the template and Manage/Templates authority. 

Remarks: 

Retrieves a token for guest access to a template. When added to the public URL this allows guests to launch the 

questionnaire for that template and generate a set of documents.  If the profile is specified then that Profile will 

be used when the template is launched.  Note the ACL on the template must have been set to allow guest access 

and there must be a Major version of the template before the token can be used. 

Example: 

curl http://localhost/contractexpress/api/account/token?template=MyTemplate  
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3.2 Entities 
This section describes the application specific structured data types.  A number of other media types are used by 

the system, for example Template and Document content is often represented as Office Open XML, described 

here http://en.wikipedia.org/wiki/Office_Open_XML. 

The entities themselves have properties that may be a reference to some other entity, or collection of entities, 

but more commonly are some scalar value type corresponding to C# long, int, bool, string, DateTime etc. 

The entities described in the following pages are: 

Entity Comment 

EntryPoint The root of the API 

Link A link to a related resource 

Template A template from which documents are generated 

TemplateVersion A particular version of a template 

AccessControlRule Associated with Templates, Contracts and Folders and determines 
permission  

Dictionary The ContractExpress data structures defined in a Template 

ApprovalStep A step in the approval process associated with a Template 

ast Abstract syntax tree representation of ContractExpress Markup 
Language expression 

ApprovalEmail Email template for some actions associated with an ApprovalStep 

SystemHistory An event on a Template or in the wider system 

Contract The combination of a Template and an AnswerSet and the resulting 
Documents 

AnswerSet The data values for variables used in a Template 

Document A Document generated from a Template 

DocumentVersion A version of a Document generated by a particular AnswerSet 

GeneratedAlert A warning message triggered during the generation of some Documents 

ContractHistory An event on a Contract 

http://en.wikipedia.org/wiki/Office_Open_XML
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InputDocument A document uploaded rather than generated 

Invitation An invitation to Collaborate on a Contract 

Approval The progress of an ApprovalStep for a particular Contract 

Folder A container for organizing Contracts and Templates 

Activity A summary of some Activity on the system 

ActivatedPage A questionnaire page 

TemplateInFolder The association of a Template and a Profile to a particular Folder 

Profile A container for a collection of parameter settings and answer values  

ExternalTable The configuration to support the querying of an external data source 

recordset The result of a query against an ExternalTable 

View A query against an ExternalTable 

EmailWording todo 

Licence Various properties locked by an issued  license, such as expiry date 

UserSettings The configuration settings for a particular user 

LicenceSpace Configuration settings that affect all users in a LicenceSapce 

WelcomeScreen Configuration of a Welcome screen shown to new users 

WelcomeImage An image to be included on the welcome screen 

Notice A Notice warning all users on a particular instance of some event, like 
down time 

User A registered user 

Group A locally defined group of users 

Subsite A ring-fenced group of users together with a customizable Theme  

Theme Various presentation settings, such as logos and colors 
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Each entity description includes a list of its properties, and any links that are included in the entity to other API 

requests that might usefully progress some interaction with the services (see the discussion of hypermedia as the 

engine of application state in the introduction in section 1). 
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EntryPoint 

Properties: 

Name Type Comment 

Product string Currently "ContractExpress" 

Version string Four level version with the pattern Major.Minor.Patch.Build, for example 
"5.4.0.292" 

Company string The string "Business Integrity Limited" 

Copyright string Assertion of copyright 

Trademark string Assertion of trademarks 

Patents string Assertion of patents 

Support string URL for product support 

 

Links: 

Name Comment 

templateupload The URL for uploading templates 

templates The collection of Template entities accessible to the current user 

contracts The collection of Contract entities accessible to the current user 

 

Remarks: 

This data is the "root" of the API.  It asserts various legal claims, and provides links to other resources.  Supports 

JSON and XML serialization. 
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Link 

Properties: 

Name Type Comment 

rel string A standardized name for the relationship this link has with the current 
response.  For example with navigation links this might be "next" or 
"previous". 

method string The HTTP method that should be used for this request, such as GET, PUT, 
POST or DELETE.  Default is GET. 

href URI The absolute URI with all recommended parameters set appropriately. 

title string A suggested display name for this link 

 

Links: 

None 

Remarks: 

Link entities are used to suggest potential requests to progress some activity in the response to some earlier 

request.  For example the response to the main entry point of the API has links to the major resource collections.  

Supports JSON and XML serialization. 
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Template 

Properties: 

Name Type Comment 

Reference string Unique identifier for a template within the license space. 

Version string The current version of this template 

FolderId int The id of the template folder (aka category) to which this 
combination of template and profile is associated. This property is 
null if the entity represents the underlying template itself. 

ProfileReference string The profile to be used with the template in this case 

Name string A name for the combination of template and profile 

Description string The description of the current version 

Keywords string Any whitespace delimited keywords for the current version 

UploadedBy string The display name of the user who uploaded the current version 

UploadedById string The user id of the user who uploaded the current version 

UploadedOn DateTime The date and time the current version was uploaded 

IsInactive bool A template is inactive if all versions are inactive 

Advertise bool True if this template can be shown on the public page for this 
license space 

Share byte 0 ς Single user access 

1 ς Shared with other authenticated users 

2 ς Shared with unauthenticated guests 

3 ς Shared with both authenticated users and unauthenticated 
guests 

EffectiveRight int The permission that the current user has on the template: 

0 ς None 

1 ς Read 

2 ς Write 

3 ς Full  
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Versions List<TemplateVersion> Sometimes this property will be instantiated with data for one or 
more versions of the template, to avoid additional round trip to 
services. 

 

Links: 

Name Comment 

newcontract The URL for creating a new contract from this template 

 

Remarks: 

The Template entity holds properties of a particular template, or a template and profile combination, including 

some properties of the current version of that template.  The current version is the version (test or live depending 

on context) that is valid at the moment the request was made.  Supports JSON and XML serialization. 
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TemplateVersion 

Properties: 

Name Type Comment 

Reference string Unique identifier for this template within the license space. 

Version string The unique identifier of this version of the template 

IsMajor bool True if this is a "major" version, to be used by business users, as opposed 
to a "minor" version that is used for testing by the template authors. 

Name string The name that will be used for documents generated from this template 

Description string The description of this version 

Keywords string Any whitespace delimited keywords for this version 

CompilerVersion string The version of the ContractExpress template compiler used when 
uploading this template version 

ValidFrom DateTime The date and time at which this is the correct version to use. 

ValidTo DateTime The date and time at which this is no longer the correct "minor" version.  
Null means valid indefinitely. 

MajorValidTo DateTime The date and time at which this is no longer the correct "major" version.  
Null means valid indefinitely. 

UploadedBy string The id of the user who uploaded this version 

UploadedOn DateTime The date and time this version was uploaded 

IsInactive bool True if this template has been inactivated 

NettPrice decimal Price for using this template to generate a document 

EffectiveRight int The permission that the current user has on the template: 

0 ς None 

1 ς Read 

2 ς Write 

3 ς Full  

 

Links: 



 

May 20, 2016 

116 ContractExpress® API Manual 

None 

Remarks: 

Properties of a particular version of a template.  Note that EffectiveRight does not vary between versions; it is 

really a property of the Template but is included here as a convenience.  Supports JSON and XML serialization. 
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AccessControlRule 

Properties: 

Name Type Comment 

Claim string One of "role", "group", "userid" or "guestid", which is the type of security 
principal to which this rule applies. 

Value string The instance of that type of security principal to which this rule applies. 

Right int The access right granted by this rule. 

0 ς None 

1 ς Read 

2 ς Write 

3 ς Full 

 

Links: 

None 

Remarks: 

AccessControlRule entities are combined in a sequence to form an Access Control List (ACL) for a given securable 

object, such as a specific template, folder or contract.  For the "role" claim, the allowed values are "admin", 

"author", "user" or "guest".  For the "group" or "userid" claim the allowed values are any user or group that has 

been created in the current license space.  The rights are cumulative, so "Full" implies "Write", which in turn 

implies "Read"; in this model it is not possible to grant "Write" permission without also granting "Read" 

permission.  Supports JSON and XML serialization. 
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Dictionary 

Properties: 

See Remarks. 

Links: 

None 

Remarks: 

A Dictionary describes a rich collection of objects used by a template, such as the set of variables, the 

questionnaire pages, lookup tables etc.  The Dictionary entity is only available as XML.  The XML schema for the 

Dictionary (dictionary.xsd) accompanies this manual. 
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ApprovalStep 

Properties: 

Name Type Comment 

ApprovalStepId long Unique identifier for this ApprovalStep within the license space 

TemplateReference string The template to which this step relates 

Title string The name of this step, unique per template 

Order int The sequence number of this step 

ParallelOrder int Display order for those steps with the same Order 

AutoStart bool 
True if the Approval for which this Approval Step is applicable 
will automatically be triggered 

ApproverEdit bool 
True if the approvers associated with this Approval Step are 
allowed to edit the contract answers and documents 

RestartOnEdit bool 
True if editing the contract answers restarts the Approval 
process 

CustomRequest bool 
For future use 

CreatedAt DateTime The date and time this approval step was created 

ModifiedAt DateTime The date and time this approval step was last modified 

Type string Whether this is a standard approval or a review step 

ForwardType string To whom an approval for the step can be forwarded 

ActionText string Configurable message to be shown during certain actions in the 
approval process 

ConfirmationText string Configurable confirmation message to be shown during approval 
process 

ApplicableRuleSource string 
CEML expression that evaluates over the Contract Answer Set to 
determine if this Approval Step is applicable 

ApplicableRule ast Abstract syntax tree representation of the CEML 
ApplicableRuleSource. 

RequiredRuleSource string 
CEML expression that evaluates over the Contract Answer Set to 
determine if this Approval Step is required 

ReqiredRule ast Abstract syntax tree representation of the CEML 
RequiredRuleSource. 
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LevelRuleSource string For future use 

LevelRule ast For future use 

ApproverRuleSource string 
CEML expression that evaluates over the Contract Answer Set to 
determine the users and groups that can act as approvers 

ApproverRule ast Abstract syntax tree representation of the CEML 
ApproverRuleSource 

Emails List<ApprovalEmail> 
The email templates associated with this ApprovalStep 

 

Remarks: 

An ApprovalStep entity defines one step of an approval process that may be required before a business user gets 

access to the generated documents.  A number of approval steps, either sequentially or in parallel, may be 

combined to define the whole approval process for documents produced by a template. Supports JSON and XML 

serialization. 
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ast 

Properties: 

Name Type Comment 

sym string The symbol of the grammar at this node of the abstract syntax 
tree, for example "a variable" 

val string The value associated with this node of the abstract syntax tree, 
for example the name of the variable 

arg List<ast> The child nodes of this node, if the symbol is some operator in 
the grammar. 

 

Remarks: 

An "ast" entity represents an abstract syntax tree of an expression in the ContractExpress Markup Language 

(CEML).  Each node in the tree has a symbol and a value, and a list of zero or more subtrees. For example the CEML 

expression "Age > 42" would be represented as the node "op/greaterthan" with two children "variable/age" and 

"integer/42".  This is used, for example, as a convenient representation for the construction and editing of the 

rules associated with an ApprovalStep.  Supports JSON and XML serialization. 
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ApprovalEmail 

Properties: 

Name Type Comment 

ApprovalStepId long Unique identifier for this ApprovalStep within the license space with 
which this ApprovalEmail is associated 

Type string The purpose, such as requesting an approval, for which emails 
derived from this ApprovalEmail template are intended 

Subject string The email subject line 

Body string The email message body.  May contain fields populated with data 
from the contract and answer set. 

Receivers int An indication of which users associated with the ApprovalStep 
should be the recipients of the emails 

 

Remarks: 

An ApprovalEmail entity is associated with a specific ApprovalStep and acts as a template for the generation of 

emails intended for one of a number of predefined purposes. Supports JSON and XML serialization. 
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SystemHistory 

Properties: 

Name Type Comment 

Id long Unique identifier for this SystemHistory event within the license 
space 

TemplateReference string The template to which this SystemHistory event relates.  A null 
value indicates the event is not specific to a particular template. 

ActionType string The type of event 

Title string A short title for this particular event 

Description string A longer description, giving details of this event 

CreatedAt DateTime The date and time this event occurred 

CreatedBy string The user responsible for triggering this event 

System bool True if this event only to be displayed to users in the admin role 

Deleted bool True if this event is no longer to be shown 

 

Remarks: 

A SystemHistory entity details some event that has occurred within the system that may be related to a Template. 

Supports JSON and XML serialization. 
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Contract 

Properties: 

Name Type Comment 

ContractId long Unique identifier for this contract within the license space. 

FolderId int The folder containing this contract.  Null means the contract has 
been deleted from its folder. 

TemplateReference string The template used to create this contract 

IsTest bool True if this contract was created to test the template 

ProfileReference string The profile used when creating this contract 

CreatedAt DateTime When the contract was created 

CreatedBy string The id of the user who created this contract 

ModifiedAt DateTime The date and time this contract was last modified 

ModifiedBy string The display name of the user who last modified this contract 

ModifiedById string The user id of the user who last modified this contract 

Requester string The user who requested approval of this contract 

ExternalReference string If used, then is an alternate key for this contract.  It is intended for 
embedding a key value from a host system. 

ExternalLabel string A free text area for packing additional data from a host system. 

IsExplicitName bool True if the name of this contract has been explicitly set and is no 
longer to be computed by the templates. 

Name string The name of this contract. 

Share byte 0 ς Single user access 

1 ς Shared with other authenticated users 

2 ς Shared with unauthenticated guests 

3 ς Shared with both authenticated users and unauthenticated 
guests 

EffectiveRight int The permission that the current user has on the template: 
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0 ς None 

1 ς Read 

2 ς Write 

3 ς Full  

Status string The status of this contract. 

StatusLabel string The configurable display name for the Status. 

ESignatureId string The identifier used by the external eSignature system to uniquely 
identify the set of documents being managed through the signature 
process. 

Alerts List<GeneratedAlert> The set of Alert entities triggered during document generation. 

Documents List<Document> Sometimes this property will be instantiated with data for one or 
more Documents associated with this contract, to avoid additional 
round trip to services. 

 

Links: 

Name Comment 

questionnaire The activated questionnaire pages for this contract 

answers The answers provided for this contract 

documents The documents produced for this contract 

folder The folder containing this contract 

template The template from which this contract was created 

 

Remarks: 

A Contract entity is a container for a set of documents produced by applying answer data to a template (and any 

sub-templates).  There may be zero or more documents.  There will be exactly one "top" template.  Supports JSON 

and XML serialization. 
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AnswerSet 

Properties: 

See Remarks. 

Links: 

None 

Remarks: 

An AnswerSet describes a rich collection of data used (or produced) by a set of templates, such as the answers 

provided for question variables, the parameter settings used, and blocks of export data.  The AnswerSet entity is 

only available as XML.  The XML schema (answers.xsd) for an answer set accompanies this manual. 
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Document 

Properties: 

Name Type Comment 

DocumentId long Unique identifier for this document within the license space. 

ContractId long The contract to which tis document is associated 

Source string The origin of this document.  This can be "template" indicating it 
was derived from a template or "upload" indicating it was 
uploaded by a user. 

SourceReference string If Source is "template" then this is the reference for the template 
from which this document was generated, and for "upload" it is 
the unique identifier of the uploaded document.  

Occurrence int This is a counter per Source/SourceReference pair within the 
parent contract, and is used in combination with them to track 
logical documents over regeneration of the document wording. 

IsExplicitName bool True if the name of this document has been explicitly set and is no 
longer to be derived from the template. 

Name string The name of this document. 

ChargedAt DateTime The charge point for this document, which is when it was first 
generated. 

ChargedAmount decimal The nominal price of this document, for usage based charging. 

IsSigned bool True if the document has been signed. 

DocumentVersions List<DocumentVersion> Sometimes this property will be instantiated with data for one or 
more DocumentVersion entities associated with this Document, 
to avoid additional round trip to services. 

 

Links: 

None 

Remarks: 

Properties of a logical document, of which there may be many versions, but which would be considered versions 

of the "same" document.  Supports JSON and XML serialization. 
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DocumentVersion 

Properties: 

Name Type Comment 

DocumentVersionId long Unique identifier for this DocumentVersion 

DocumentId long The id of the Document of which this is a version 

CreatedAt DateTime When the version of the document was generated 

CreatedBy string The user who triggered the generation of this version of the document  

Name string The name calculated from the template definition and the current 
answers. 

Complete bool True if the generated document has no unresolved fields or spans. 

ContractVersion Byte[] The version of answers used to generate this version of the document 

FormId Guid The exact set of template versions used for the overall contract for which 
this version of the document was generated. 

TemplateVersion string The version of the template associated with the parent Document that 
was used to generate this document version. 

ContentType string The content type of the stored representation of this version of the 
document. 

FileExtension string The default file extension if something of this content type were to be 
saved.  This is primarily used to guide SQL Server free text search indexing 

 

Links: 

None 

Remarks: 

Properties of a specific version of a generated document.  Supports JSON and XML serialization. 
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GeneratedAlert 

Properties: 

Name Type Comment 

Compulsory bool True if this alert has stopped the generation of documents.   

Message string The message to be shown. 

 

Links: 

None 

Remarks: 

Alerts are defined in the templates, with a condition that triggers the alert.  Compulsory alerts are ones that must 

be resolved before documents can be produced.  Supports JSON and XML serialization. 
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ContractHistory 

Properties: 

Name Type Comment 

Id long Unique identifier for this ContractHistory event within the license 
space 

ContractId long The Contract to which this event relates 

ApprovalTitle string Optional identifier of the Approval on Contract to which this event 
relates 

ActionType string The type of event 

Title string A short title for this particular event 

Description string A longer description, giving details of this event 

CreatedAt DateTime The date and time this event occurred 

CreatedBy string The user responsible for triggering this event 

System bool True if this event only to be displayed to users in the admin role 

Deleted bool True if this event is no longer to be shown 

 

Remarks: 

A SystemHistory entity details some event that has occurred within the system that may be related to a Template. 

Supports JSON and XML serialization. 
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InputDocument 

Properties: 

Name Type Comment 

InputDocumentId long Unique identifier for this InputDocument 

ContractId long The id of the Contract for which this InputDocument was uploaded 

CreatedAt DateTime When the InputDocument was uploaded 

CreatedBy string The user who uploaded the InputDocument 

FileName string The file name associated with the InputDocument during upload 

ContentType string The content type of the uploaded document 

 

Links: 

None 

Remarks: 

An InputDocument is a document that is not known to have been generated by the answer set applied to the 

templates for this Contract.  It is usually a document for a source other than ContractExpress that has been 

uploaded in response to a file upload question in the questionnaire.  Such document can be attached to the set 

of generated documents, or for a limited subset of content types can be included in the wording of a generated 

document.   Supports JSON and XML serialization. 
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Invitation 

Properties: 

Name Type Comment 

InvitationId long Unique identifier for this Invitation 

ContractId long The id of the Contract to which this is an Invitation 

CreatedAt DateTime When the Invitation was made 

CreatedBy string The user who made the Invitation  

Invitee string The display name for the recipient of the Invitation 

Email string The email address to which the Invitation was sent 

GuestId string The internal unique ID for this invitation that is used in the token issued 
with the Invitation 

IsExpired bool True if this Invitation has expiored 

 

Links: 

None 

Remarks: 

An Invitation to an external party to collaborate on a Contract.  The invitation will be sent by email, and will contain 

a token granting that user access for a fixed period of time.  Supports JSON and XML serialization. 
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Approval 

Properties: 

Name Type Comment 

ContractId long Unique identifier for Contract with which this Approval is 
associated 

Title string The name of this Approval, unique per Contract 

ContractName string The name of the associated Contract 

Order int The sequence number of this step 

Level int For future use 

Applicable bool True if this Approval is relevant for the Contract 

Required bool True if an approver will need to explicitly approve the Contract 

PrimaryApprover string The user id of the primary approver 

Status string The internal identifier of the status of the Approval 

StatusLabel string The configurable display label for Status 

CreatedAt DateTime The date and time this approval was created 

ModifiedAt DateTime The date and time this approval was last modified 

EffectiveRight int The permission that the current user has on the Approval: 

0 ς None 

1 ς Read 

2 ς Write 

3 ς Full 

Approvers List<AccessControlRule> The users and groups who can act as Approvers on this 
Approval 

 

Remarks: 

An Approval entity tracks the application of an ApprovalStep to a particular Contract.  There may be more than 

one Approval per Contract.  Supports JSON and XML serialization. 
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Folder 

Properties: 

Name Type Comment 

FolderId int Unique identifier for this Folder within the license space. 

ParentId int The identifier for the parent folder.  Null if there is no parent. 

Name string The name of the folder, which must be unique within the parent 
folder 

ContentType byte 0 ς Contract folder. 

1 ς Template folder (category) 

Share byte 0 ς Single user access 

1 ς Shared with other authenticated users 

2 ς Shared with unauthenticated guests 

3 ς Shared with both authenticated users and unauthenticated 
guests 

EffectiveRight int The permission that the current user has on the folder: 

0 ς None 

1 ς Read 

2 ς Write 

3 ς Full  

Contracts List<Contract> Sometimes this property will be instantiated with data for any 
Contract entities contained in this folder, to avoid additional round 
trip to services. 

SubFolders List<Folder> Sometimes this property will be instantiated with data for any 
Folder entities contained in this folder, to avoid additional round 
trip to services. 

 

Links: 

None 

Remarks: 
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Folders are arranged in a tree structure.  A folder has at most one parent, but can have zero or more sub-folders.  

A folder with no parent is a "root" folder.  Supports JSON and XML serialization. 
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Activity 

Properties: 

Name Type Comment 

Who string A context appropriate identifier for the subject of some activity, for 
example a user id. 

What string A context appropriate identifier for the object of some activity, for 
example a template reference. 

HowMany int The number times it happened.  

 

Links: 

None 

Remarks: 

Activity entities are used for simple reporting.  For example with contracts, it says how much (HowMany) a user 

(Who) has used a template (What).  Supports JSON, XML, and comma separated vale (CSV) serialization. 
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ActivatedPage 

Properties: 

Name Type Comment 

readonly bool True if the activated page has been constructed on the assumption 
that it does not need to respond to data changes. 

Dictionary Dictionary That portion of the full consolidated dictionary that is needed to 
support the current page.  The dictionary elements will have been 
partially evaluated in the light of existing answers. 

Session AnswerSet That portion of the existing set of answers that is needed by the 
current page. 

 

Links: 

Name Comment 

self The request to refresh the current page 

previous The request to get the previous relevant page 

next The request to get the next relevant page 

first The request to get the first relevant page 

last The request to get the last relevant page 

answers The request to get the current full answer set 

documents The request to get the documents generated from the current answers 

 

Remarks: 

The ActivatedPage is a representation of a questionnaire page.  It can be serialized as XML or as JavaScript (not 

JSON).  Various elements of the dictionary are expressions, primarily to represent dynamic on page behavior.  

These will be executable JavaScript if that serialization format is chosen, or ContractExpress Mark-up Language in 

the XML format.  
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TemplateInFolder 

Properties: 

Name Type Comment 

TemplateInFolderId int The identifier for this association between a folder, a template and 
a profile. 

FolderId int The identity of the associated Folder 

TemplateReference string The identity of the associated Template 

ProfileReference string The identity of the associated Profile.  This may be null is the 
default profile is to be used. 

Name string The name to present to the user for this combination. 

Description string The description of this combination. 

 

Links: 

None 

Remarks: 

TemplateInFolder entities are a way of presenting an underlying Template to a user as if it was a different 

template, through the application of a Profile.  You may choose to use a different name to refer to this combination 

and provide a more specific description.  Such combinations are also arranged into Folders, to make them easier 

for a user to discover.  Note that a user can only access a Template if they have access to the underlying Template 

via its Access Contol List, and they have access to a Folder with which that Template is associated, according to 

the Folder's Access Control List.  Imagine a world in which there is only one Template, capable of generating any 

document.  Such a Template might require the user to answer an unreasonable number of questions.  

TemplateInFolder structures allow a user to experience this one template as if it was a library of templates by 

jump starting a session with a predefined sub-set of answers in the Profile.  We poor mortals fall short of this ideal 

and are only capable of writing approximations to this supreme Template, that cover some subset of all possible 

documents, but even so the FolderInTemplate concept can still be useful.  Supports JSON and XML serialization. 
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Profile 

Properties: 

Name Type Comment 

ProfileReference string The identifier for this Profile in the License space 

Description string The description of this Profile 

ModifiedAt DateTime The date and time this Profile was last modified 

ModifiedBy string The name of the user who last modified this Profile 

 

Links: 

None 

Remarks: 

A profile is a collection of parameter settings that control various aspects of system behavior, and optionally some 

answer values to question variables.  The Profile entity holds a few metadata values for the profile itself, which is 

represented in exactly the same format as an AnswerSet.  Supports JSON and XML serialization. 

 


























































































































































