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1. Introduction

This document describes the ContractExpress Application Programming Interface (API), and is intended to help
programmers develop client applications that can make use of the resources managed by an instance of
ContractExpres The main resource of business interest is likely to be a Contract, expressed as a set of Documents
generated from some Templates. In essence, what follows is a description of Templates, Contracts and
Documents, and how a client application can marageithem via the ContractExpress services.

The API is designed in a RESTful style. Central to this approach is the use of a "uniform interface" based on four
guiding principles:

1) Identification of resourcesfor example by the use of URIs. The resourbemselves are conceptually
separate from the representation used to return them to the client. Resources are usually collections of
items of the same type, and there is a way to address both the collection and individual items in that
collection.

2) Manipulation of a resource The representation of a resource returned to the client is enough for it to
modify or delete the resource.

3) Seltdescriptive responsesEach request or response should include enough information to describe how
to process the messageFor example identifying the conteitype formatter required to parse the
message.

4) Hypermedia as the engine of application stateClients make state transitions through actions that are
dynamically identified within a response (e.g. links). Except faulsifixed entry points to the application,

a client should not assume that any particular action is available for any particular resources beyond those
described in representations previously received from the server.

There are four main sections to thisanual. The first uses the Chrome Postman extension to show how to get
started with the API. The second is the AP| Reference section, detailing the requests that can be made to the API.
The third describes how to access the APl when it has been secaimegl one of a number of supported
mechanisms. Finally we look at how to incorporate the questionnaire into the user interface of a host system,
and customize it so that it adopts the "look and feel" of the host.
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2. Getting Started with the API using Postman

This section of the manual provides a set of simple examples of using the API with the Chrome Postman Extension.
The series of steps covers simple Basic Authentication, getting a list of templates and modifying the access control
lists of a template. It shuld be noted that this is the simplest approach to getting to a ContractExpress
guestionnaire, but may not be the most appropriate for a specific integration project. Full details about the API,
authentication and embedding of the questionnaire in coverrethe following sections.

2.1 Choosing an environment for testing

2.1.1 Local environment

Once you have installed ContractExprasd configured at least one client in the Ident8grvice you can use the
data coming from theCECClientsConfig.xfife in theCortent folder of its web application. The default client is

<Client ClientName<€ontractExpressAPITést  Enabled=true” Clientld=ContractExpressAPITeést
Flow="ResourceOwnérClientUri=https://localhost:44300 AccessTokenLifetime3600'>

<ClientSecrets>
<ClientSecre45BIFF78B2A24F47A73CA854CFEEQ73  lientSecret>
</ClientSecrets>
<AllowedScopes>
<AllowedScopeSEARI/AllowedScope>
</AllowedScopes>
</Client>

Should you make any changes to the file, please make sure to réstaveb application so these can be updated.

2.1.2 Azure environment

Please contact us and we will provide you with a URL and corresponding parameters.

2.2 Install Postman

Download the Chrome Postman Extension fromvw.getpcstman.com Open Postman and click on the
Interceptor (Traffic Light) in the toolbar. You will be prompted to install the Postman Interceptor extension. This
is required to intercept the Browser Cookies which are required for the authentication methodrutes Getting
Started guide.

You must also Open Chrome to ensure that Postman can capture the cookies, but do not log in to ContractExpress
in the browser as this will interfere with the API calls from Postman.
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2.3 Authenticate with API

To test the API thesénstructions will use your username and password (forms based authentication) to
authenticate with the API.

1. Open Postman and entéine Authentication URL. In this example, we will bges://login-
url.mycontractexpress.com/core/connect/tokeSelect POST method.
2. In the Authorizationtab
a. SelectBasic Auttor Type
b. Type in theClientldin the Usernametextbox.
c. Type in theClientSecrein the Passwordextbox.

POST httpsi//login-url.mycontractexpress.com/core/connect/token| Params “ Save

Authorization @ Headers (1) Body @ Pre-request Script ests Generate Code

Type Basic Auth Clear Update Request

The authorization header will be generated and
added as a custom header

Username Contract_Express_ClientName

Password Contract_Express_Password Save helper data to request

° Show Password

(0p])

Once the data ifilled, click orUpdate Requesb dzi 1 2 y @ ¢ KA a gAff daysdcanS K
select theHeaderdab confirm the change.

POST https://login-url.mycontractexpress.com/core/connect/token Params “ Save

zation @ Headers (1) Body @ Pre-request Script ests Generate Code

° Autharization Basic Q2%9udHJhY3RFeHByZXNzQVE|VGVzdDoONUISRKY3INS( Presets

Bulk Edit

3. Inthe Body tab
a. Selectx-www-form-urlencoded
b. Add in the following key
i. grant_typewith valuepassword
ii. scopewith value the Scope defined in the client, for exampEAPISCOPE
ii. usernameg A 1 K @I £ dzS G KS dzaSddREesSavdont = F2 NI SEI Y

iv. passwordg A 0 K @I f dzS GKS dzd SNypasswalidad & 6 2 NRZ F2 NJ S
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POST https://login-url.mycontractexpress.com/core/connect/token Params Save

on @ Headers (1) Body @ es Generate Code
form-data  ® wwww-form-urlencoded raw binary
° grant_type password
@ scope CEAPISCOPE
° username myemail@email.com
° password m}rpassword|

Bulk Edit

4. ClickSerd button to send the request.

The response will contain an affitirgery accessoken and a ContractExpressopy and store this token as it wil
be needed for accessing the API. Example response

Body Cookies Headers (10)

Status: 2000K  Time: 262 ms

Pretty Raw Preview JSON 5

1-[K

2 "access_token": "eyJl@eXAi0iIKVIQILCIhbGei0ilSUzIINIIsIngldCIGImEzckI1VIO1Gd1@UGNsTGE2eUyYzekFrinF1RSIsImtpZCIGIMEZzck1VI@1Gdi1BUGNSTGE2elYzekFrInF1R

539.eylpc3MioiJodHRwc zovL 2xvZ 21uLWVILXR 1 3QuY29udHIhY3R1eHBy ZXNZLmNvb59ib3]11Tiwi YXVkIjoiaHREcHMELY 9sb2dpbil1dS18ZXNELmNvBnRy YWN@Z XhwemVzey5 b2
BvY29yZS9yZXNvdXIFZXMILCI1eHAIOFEBNIISODIXNTAS Im5i71 I6MTQ2MIk30DUIMCwWiY2xpZWS@X21kI joiQ29udHIhY3RFeHBYZXNzQVBIVGVZdCIsInNjb3B1IjoiQaVBUEKILCIz
dWIi0iIwZXRNci52YXNpbGV2QHRY LmNybToEMTELILCIhdXRoX3RpbWUIOFEBNIISNzgINTASImIkcCIEIkZvemlzIiwiY W1y IjpbImv4dGYybmFsI119., 02F1AYLMC20
-WoPAsiT1fgtIM2YnBUBrIjD4Cy IxYXIF77QENKTMolZmQPdsrlGd
-®ctpRUAFGPUTVRcFak c@GuYo3trPji8traTNCGPhKSIF_DXEMIWOJCvEYS5@2hII2xGESMRy V1 IxMeNZemKzy@ F2NS8Lzd AbBGE
- rTNQdXux THEBWat Z9MGC 51013 XuAnDBmydlcC3 rQ- TFEmLHYaIUbRIFN3AV_41PQIQYSYOzLEFCeyBgwt3T_BkgozXTGADIHCOnXMgLnilI87CFpHHIILINIFIsw_nIRDq
-B3B5MSWDQEanPvIm3Y_AxelC_-M1Dxim784vpZZAnag”,

"expires_in": 3608,

"token_type": "Bearer”

h

o

2.4 Get list of templates
The next step is to discover the lifttemplates that are available.

1. Open a new Tab in Postman or restart the application to clear the current data.

2. Enterthe API URLiips://mycontractexpress.com/api/templateand select GET

3. IntheHeaderdab add an Authorization key with vallBearerfollowed by a space and the access token
NEOSAGSR SIENIASNY C2NJ SEFYLX ST adGFNIAy3a sAGK 4.

GET httpsi//mycontractexpress.cam/apiftemplates Params Save

Headers (1)

Generate Code

° Authorization Bearer ey0eXAiQiKV1QiLChbGciOijSUzINilsing 1dCl6lmEzc Presets

Bulk Edit

4. Send the request.

The response will contain the list of templates available toah#nenticated userAs the authenticated user is an
Administrator the API will return all templates that have been uploaded. Since we have just signed up for
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ContractExpress, we can see the sample Non Disclosure Agreement template and its attributélse Gegyof
the Reference. Note the Share value of 1, which indicates that the Contract has been Shared with other
authenticated users.

2.5 Getthe ACL for a template
In this call the access control list for a template is retrieved from the API.

1. Change the URL to enmgbi/templates/Non Disclosure Agreement/zand Select GET.
2. Ensure theAuthorization keys still set in the Header
3. Send the request.

The response is an ACL for the specified template with cottygat application/json or applicatiomml. With the
pre-loaded Non Disclosure Agreement, there are two rules in the ACL. One for the author role which has a value
of 2 (Write) and one for the user role with a value of 1 (Read). Seedtinglatetable in theEntitiessection below

for details of the permission values. Select Raw and copy the respottse ¢ipboard. This will be modified and

used in the next step.

2.6 Setthe ACL to enable Guest Access

In this call the access control list for a template is modified to grant Guest access to the template. When guest
access is enabled for a template, ipisssible to retrieve a token that enables a user with a URL containing that
token to launch a questionnaire without requiring a username and password. This is used within the application
to enable authorised users to share questionnaires with users outsittes system.

Keep the URL as before and Select.PUT

Ensure the Authorization key is still set in the Header.

Add ConteniType=application/json into the Header

Select the Raw tab below Add Presets and paste in the response from the Get above. Adidlaithias:
{"Claim":"role","Value":"guest","Right":1} which will grant read access to the Guest user (or more
specifically, role).

5. Send this.

»powbde

You should receive a 204 No Content response. Now repeatsteabove to GET the ACL (Remember and
Remove the Content:Type Header first) and check you now have 3 rules in the ACL.

2.7 Getthe Guest Access Token
In this next call the guest access token is retrieved fortémgplate. This can then be used in a URL to launch the
template without requiring the user to authenticate.
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Set the URL to /api/account/token and GET

Ensure the Authorization key is still set in the Header.
Add a URL param of template=Non Disclosure égent
Send this

PowbdPRE

You should receive a token . Copy this to the clipboard. Now open up another browser or ChRyimatenmode
to ensure no authentication cookies are accessible in the new browser session.

Browse to the following URiitps://mycontractexpress.com/app/public?token=yourtoken

F—  ContractExpress P\ W x
« c https://nal.contractexpress.com/app/Questionnaire?contractidentifier=785069&onfinishurl=0 =
"H"A“ ContractExpre
L] = Next [E Preview ¥ Download Answers 4 Upload Answers £ Save & Close
Before we begin... =
- B
It’s a condition to you using this template that you accept that the following statements are accurate:
@ Preliminary

First, we’'re making this template available to show you what state-of-the-art document assembly can do.
@ Corboda Non Disclosure Agreement But we aren’t a law firm, and we don’t offer legal advice — you’re responsible for the content of any
contract you create using this template.
@ General Confidentiality Questions
And second, Business Integrity is not responsible for any adverse consequences of you using this
template.

To indicate that you accept that the above statements are accurate, check the box below.

If you don’t accept that they're accurate, leave the box unchecked and you wan't be able to continue
completing this questionnaire. *

[ | agree

Save & Continue

2.8 Other considerations for accessing the Questionnaire

The examples above serve to assist in getting familiar with the Template API foltbeisigining up for a trial.

There are other aspects related to accessing the questionnaire into an external application which must be
considered and are not covered in these simple steps. For example, the simple examples do not cover the
G/ 2y i NI OdircanyNdBya BhelZbahtract resource is the key transactional item that will contain the answers
from a user interacting with the questionnaire, and the documents that are produced for that answer set. This
principle resource is described in more detaithia reference section below.

There are also a range of authentication options which are also covered later in this manual. The example above
assumes that all calls to the API are under the same user (i.e. a service account). This approach cannot be used if
you are programmatically creating Contract items as it is not secure. A user could use the Cookie and
Authentication token to get access to all Contracts created via the API. So one of the alternatives must be used to
ensure that each user of your soluties uniquely identified as a user in ContractExpress.
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If you are building an eprem solution that uses Windows Integrated authentication and that solution needs to
integrate with an orprem instance of ContractExpress also using Windows Integrated raticthgon, then you
should configure the integration to pass the Windows Integrated credentials over on the calls to the API. If you
are building a cloud solution and want to integrate to the ContractExpress cloud instance, then you will need to
consider 8nple Web Token based authentication rather than the Basic (Forms) Authentication used in the
examples above. This requirEeBomson Reuter®d make available a dedicated eqpaint for your integration with
details of the shared secret for the Simple Weken.
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3. API Reference

This section of the manual consists of two parts. Firstly the requests used to manipulate the resources. Some of
these require structured data in the request or return structured data in the response. This structured data, which
we call Entities, are described in the second part.

Each request is described in terms of the URI identifying the resource and the HTTP method used. Then there is a
description of each parameter used in the request, and the data returned in the responsalst\escribe the
authorization required to perform the action. Each action also has an example invocation using the "curl" tool
described heréttp://en.wikipedia.org/wiki/ CURL

Some resources, such @snplates, are identified by string values. Such values are subject to certain constraints.
In particular they may not contain the characters, >, * |, %', '& , = , "\', /", # ,or '?° and
may not have.' as the last norwhitespace character.

The API is tightly coupled to the HTTP protocol, and makes systematic use of the standard HTTP methods.

Method
Resource GET PUT POST DELETE
Collection, for example List the URIs and | Replacehe Create a new Delete the entire
api/templates perhaps other entire collection | entry in the collection.
details of the with another collection. The
collection's collection. new entry's URI is
members. assigned

automatically and
is usually returned
by the operation.

Item, for example Retrievea Replace the Perform some Delete the
api/templates/MyTemplate| representation of | addressed action on the addressed
the addressed member of the | addressed member of the
member of the collection, or if it | member of the collection.
collection. doesn't exist, collection.
create it.

In one case the OPTIONS method is used on a resource to test the current user's authorization without incurring
the overhead of retrieving a representation of that resource.
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3.1 Requests

A client performs some operation on the resources managed by the Ageidoyitting HTTP requests, where the

URL path identifies a resource or collection of resources, and the HTTP method might distinguish certain actions
on that resource. The table below gives a summary of the main resources, and the following pagesethen giv
details about each action on that resource.

Resource Comment

/api Main entry point to API, links to resour(
collections

/api/upload/templates Upload a docx file, tbe used as a template

/api/templates Collection of templates accessible to currg
user

/api/templates/{reference} A specific template

/api/templates/{reference}/acl The access control list for the template

[api/templates/{reference}/dictionary The current local dimnary of the specified
template

[api/templates/{reference}/versions All versions of the specified template

[api/templates/{reference}/versions/{version} A specific template version

[api/templates/{reference}/versions/{version}/content The docx template file that was last upload

for this template version

[apiltemplates/{reference}/versions/{version}/subtemplate The subtemplates used by this templaf

version
/apiltemplates/{reference}/approvalsteps The steps of the approval process for t

template
lapi/templates/{reference}/approvalsteps/{title} An individual step in the approval process

this template

/api/templates/{reference}/history The history of events relating to the templat

/api/contracts Collection of contracts accessible tarent
user

/api/contracts/{id} A specific contract
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/api/contracts/{id}/acl

The access control list for the specifi
contract

/api/contracts/{id}/answers

The current answer set for the specifig
contract

/api/contracts/{id}/questionnaire/pages/{page}

A questionnaire page for the specifi¢
contract

/api/contracts/{id}/documents

The documents for the contract, based
current answers

/api/contracts/{id}/documents/zip

Downloadall documents as a single zip file

/api/contracts/{id}/documents/{docid}

The meta data for the specified document

/api/contracts/{id}/documents/{docid}/content

The content byte stream for the specifie
document

api/upload/documents/{docid}

Upload an edited version of a generat
document

api/contracts /id}/inputdocuments

External documents uploaded for a contrac

api/contracts /id}/invitations

Invitations to collaborat on a contract

/api/contracts/activity/{year}/{month}

Activity summary for the calendar month

/api/contracts/{id}/snapshot

A zip file allowing reconstruction of th
contract in its current state (debug)

/api/contracts/{id}/templates

Thetemplates that are used for attachmen
for this contract (preview)

/api/contracts/{id}/templates/{template}/wording

The consolidated wording for the specifi
template used by the contract (preview)

/api/contracts/{id}/approvals

The approvals relating to a contract

/api/approvals The approvals awaiting approval

/api/folders Collection of root folders accessible to t
current user

/api/folders/{id} A specific folder

[/api/folders/{id}/acl The access control list for the specified fold
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/api/folders/{id}/contracts

The contracts in this folder

/api/account/login

Various resources relating to the current us
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/api

Method: GET
Parameters

None

Response

Returns theEntryPointentity.
Authorization:
Unauthenticated.

Remarks

TheEntryPointentity is the root of the APl installed on the site. It indicates the version number and gives links to
the primary collections of resources, such as Templates and Contracts. It alsosast@rtions about copyright,
trademarks, and patents. This is the only resource that permits unauthenticated access.

Example

curl http://localhost/contractexpress/api

“‘ ContractExpress May 20, 2016



/api/upload/templates

Method: POST
Parameters

Name Location Type Default Comment

template | Content DOCX Required | The template document
Response

The request content can either be the byte stream of the DOCX file that is the template, or it can be structured as
a multipart MIME with the single part being the DOCX file. The respons&asalateVersiorentity, with a
content type of application/json or application/xml.

Authorization:

Requires Manage/Templates authority. If the template already exists then it requires Write permission on the
template, otherwise for a new template the user is automatically granted Full permission.

Remarks

The template document is validated on upload, and is rejected if it is not a valid DOCX file, or it does not have a
custom property named db_template_reference whose vakia valid string identifier, or the matkp in the
document is not well formed. Further if the template version already exists then it will be overwritten, unless the
Major flag is true in which case the upload is rejected.

Example

curl  -- request POST -- upload - file MyTemplate.docx http://localhost/contractexpress/api/upload/templates
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/api/templates

Method: GET

Parameters

Name Location Type Default Comment

manage Query string | bool False True means consider minor templa
versions

$filter Querystring | string None OData

$orderby | Query string | string None OData

$top Query string | int 1024 OData

$skip QueryString | int 0 OData

Response

Returns aTemplateentity list, with no child entities prpopulated and no links. The Contetype is either

application/json or application/xml.
Authorization:

The response will only contain templates ¥ahnich the current user has at least Read permission. Use/Templates
and Use/Queries authority is required.

Remarks

When 'manage’ is true and the user has Manage/Templates authority then the response contains details of the
current version, irrespective efhether it is a major or minor version. It also returns template details where there
are no active versions if the user has Write permission on that template. When 'manage’ is false the response will

only contain information about the current Major véos.

Simple OData querying is supported.

Example

curl http://localhost/contractexpress/api/templates?manage=true
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/api/templates/{reference}

Method: GET
Parameters

Name Location Type Default Comment

reference | Path string Required | The templatadentifier
Response

A Templateentity with none of the current version properties instantiated, nor any child objects. It will have a
Link for creating a new contract from this template. The contgpe can be application/json or application/xml.

Authorization:

Requires at least Rdgermission on the template and Use/Templates authority.
Remarks

Retrieves a specifitemplateentity. The reference must be a valid string identifier.

Example

curl http://localhost/contractexpress/api/templates/MyTemplate
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/api/templates/{reference}

Method: POST
Parameters
Name Location Type Default Comment
reference | Path string Required | The template identifier
advertise | Query string | bool Required | True if thigemplate should be included o
the public page.
Response
No content.

Authorization:
Requires at least Write permission on the template and Manage/Templates authority.
Remarks

Note that the template itself must permit Guest access, and there mustdugrant Major version, as well as the
Advertise property to be true, for a template to actually be shown on the public page. The reference must be a
valid string identifier.

Example
curl  -- request POST  -- header "Content - Length: 0"
http://localhost/contra ctexpress/api/templates/MyTemplate?advertise=true

“‘ ContractExpress May 20, 2016



/api/templates/{reference}

Method: POST
Parameters
Name Location Type Default Comment
reference | Path string Required | The template identifier
action Query string | string Required | The only action i%estore".
Response
No content.

Authorization:
Requires at least Write permission on the template and Manage/Templates authority.
Remarks

This will restore the most recently uploaded version of the template if it has been deleted (made inactive). The
reference must be a valid string identifier.

Example

curl -- request POST -- header "Content - Length: 0"
http://localhost/contractexpress/api/templates/MyTemplate?action=restore
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/api/templates/{reference}

Method: DELETE

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
Response

No content.

Authorization:
Requires at least Write permission on the template and Manage/Templates authority.
Remarks

The reference must be a valid string identifier. Témplate and all its versions will be deleted. Note this will
mean that any contracts based on the template will no longer be able to display the questionnaire, or regenerate
documents.

Example

curl  -- request DELETE http://localhost/contractexpress/api/ templates/MyTemplate
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[api/templates/{reference}/acl

Method: GET
Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
Response

Returns the ACL for the specified template with contte application/json or application/xml.

Authorization:

Requires Full permission on the template and Manage/Templates authority.

Remarks

An ACL is an ordered listAtcessControlRulmtities.

Example

curl http://localhost/contractexpress/api/templates/MyTemplate/acl
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/api/templates/{reference}/acl

Method: PUT
Parameters
Name Location Type Default Comment
reference | Pah string Required | The template identifier
acl Body entity None The new access control list
Response
No content

Authorization:

Requires Full permission on the template and Manage/Templates authority.
Remarks

Set the ACL on the template. An ACL is an ordered KataglssControlRulkmntities.

Example
curl  -- request PUT  -- header "Content - Type: application/json" -- data

http://localhost/contractexpress/api/templates/MyTemplate/acl
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/api/templates/{reference}/dictionary

Method: GET
Parameters
Name Location Type Default Comment
reference Path string Required | The templateidentifier
consolidated| Query string | bool false True for the fully consolidated dictionar

Response

The dictionary of the specified template, contagype application/xml. An Etag header is also returned that can

be used for the fulfilment cfubsequent requests from the client cache.

Authorization:

Requires Read permission on the template, and Manage/Templates authority.

Remarks

Retrieves either the local (unconsolidatézirtionaryfor the current version of the specified template, or the fully
consolidated Dictionary for the template and all its descendanttsafiplates. This supports the sharing of

dictionary objects across templates while they arenigeprepared in the Author tool, or for various other
integration scenarios. The dictionary is only available as XML.

Example

curl http://localhost/contractexpress/api/templates/MyTemplate/dictionary
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/api/templates/{reference}/versions

Method: GET

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier

current Query string | bool false True if only the current version is to |
included in the list

Response

A list of TemplateVersiorentities for the specified template. The contetype can be application/json or

application/xml.

Authorization:

Requires at least Read permission on the templateldsel Templates authority.

Remarks

The reference must be a valid string identifier.

Example

curl http://localhost/contractexpress/api/templates/MyTemplate/versions
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/api/templates/{reference}/versions/{version}

Method: GET

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
version Path string Required | The version identifier
Response

TheTemplateVersiomntity for the specified version of a template. The contgrie can be application/json or
application/xml.

Authorization:
Requires at least Read permission on the templateldsel Templates authority.
Remarks

The reference and version must be valid string identifiers. Note that IS by default routes a URL where the last
path segment contains a '.' character, to the static file handler. It is possible to configure 1S tthas, dut

that has a performance impact. An alternative is to provide a trailing slash to the URL, so that the version number
is not the last segment.

Example

curl http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/
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/api/templated{reference}/versions/{version}

Method: PUT

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier

version Path string Required | The version identifier

tv Content entity None The TemplateVersion entity withthe
updated property values.

Response

The updatedTemplateVersionentity for the specified version of a template. The conteyge can be
application/json or apptation/xml.

Authorization:
Requires at least Write permission on the template and Manage/Templates authority.
Remarks

The reference and version must be valid string identifiers. This method can be used to update the Name,
Description, Keywords, NettPrice, IsInactive and IsMajor properties afahenlateVersioentity.

Example

curl  -- request PUT  -- header "Content - Type: application/json" -- upload - file NewTV.json
http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/
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[api/templates/{eference}/versions/{version}

Method: DELETE
Parameters
Name Location Type Default Comment
reference | Path string Required | The template identifier
version Path string Required | The version identifier
Response
No Content.

Authorization:

Requires ateast Write permission on the template and Manage/Templates authority.

Remarks

Deletes a specific version of template.

Example

curl  -- request DELETE http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/
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/api/templates/{reference}/vensns/{version}/dictionary

Method: GET

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
version Path string Required | The version identifier
Response

The dictionary of the specified templatepntenttype application/xml. An Etag header is also returned that can

be used for the fulfilment of subsequent requests from the client cache.

Authorization:

Requires Read permission on the template, and Manage/Templates authority.

Remarks

Retrieves thdocal (unconsolidated)ictionaryfor the specified version of the template. This supports the sharing

of dictionary objects across templates while they are beirepared in the Author tool. The dictionary is only

available as XML.

Example

curl http://localhost/contractexpress/api/templates/MyContract/versions/1.0/dictionary
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/api/templates/{reference}/versions/{version}/content

Method: GET

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
version Path string Required | The version identifier
Response

Byte stream of content type application/vnd.openxmlformatficedocument.wordprocessingml.document. An

Etag header is also returned that can be used for the fulfilment of subsequent requests from the client cache.

Authorization:

Requires at least Write permission on the template and Manage/Templates authority.

Remarks

The byte stream will be identical that of the DOCX file that was uploaded. Write permission is required rather
than Read, even though the content is just being downloaded, because we want to restrict access to the source

of a template to only those who have been granted permission to updat

Example

curl http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/content
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/api/templates/{reference}/versions/{version}/subtemplates

Method: GET
Parameters
Name Location Type Default Comment
reference | Path string Required | Thetemplate identifier
version Path string Required | The version identifier
minor Query string | bool false True if minor versions of subtemplates g
to be considered
Response

A list of zero or more TemplateVersion entities is returned.

Authorization:

Requres at least Read permission on the template and Manage/Templates authority.

Remarks

The list will contain all the sufemplates referenced by the specified version of the parent template and which
are accessible under the claims of the user who uploaded that version. The TemplateVersion entities in the list
will be determined by the 'mior' flag, and then by a suitable moment in time. If the minor is true then the ValidTo
date of the parent template is used, otherwise the MajorValidTo date is used. If that value is null, then the current
date and time is used. The stdmplate versionsn the list will all be valid at that moment. Note that this query

will even return an entity for a sutemplate for which this user has an effective right of None.

Example

curl http://localhost/contractexpress/api/templates/MyTemplate/versions/1.0/su
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[api/templates/{reference}/approvalsteps

Method: GET
Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
Response

A list of ApprovalStep entities for the specified template. Toatenttype can be application/json or
application/xml.

Authorization:

Requires at least Read permission on the template and Manage/Templates authority.
Remarks

The reference must be a valid string identifier.

Example

curl http://localhost/contractexpr ess/api/templates/MyTemplate/approvalsteps
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[api/templates/{reference}/approvalsteps

Method: POST

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier

step Body entity Required | The ApprovalStep to badded
Response

The fully instantiatedApprovalStepentity for the added step. The contetpe can be application/json or
application/xml.

Authorization:

Requiresat least Write permission on the template and Manage/Templates authority.
Remarks

The reference must be a valid string identifier.

Example

curl  -- request POST -- header "Content - Type: application/json" -- data "{TemplateReference:""MyTemplate™,
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[api/templates/{reference}/approvalsteps/{title}

Method: GET

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
title Path string Required | The step identifier
Response

TheApprovalStegntity for the specified step of the specified template. The contgpe can be application/json
or application/xml.

Authorization:

Requires at least Read permission on the template and Manage/Templates authority.
Remarks

The reference anttle must both be valid string identifiers.

Example

curl http://localhost/contractexpress/api/templates/MyTemplate/approvalsteps/Legal
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/api/templates/{reference}/approvalsteps/{title}

Method: PUT
Parameters

Name Location Type Default Comment

referene | Path string Required | The template identifier

title Path string Required | The step identifier

step Body entity Required | The modified ApprovalStep
Response

The fully updateddpprovalStepentity for the specified step of the specified template. The contgpe can be
application/json or application/xml.

Authorization:
Requires at least Write permission on the template anch&ge/Templates authority.
Remarks

The reference and title must both be valid string identifiers. Only updateable fields of the ApprovalStep will be
updated. Some dependent fields will also be updated in the response, such a ModifiedBy.

Example
curl  -- request PUT  -- header "Content - Type: application/json" -- data "{ApprovalStepld:4224,

http://localhost/contractexpress/api/templates/MyTemplate/approvalsteps/Legal
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[api/templates/feference}/approvalsteps/{title}

Method: DELETE

Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
title Path string Required | The step identifier
Response

No content

Authorization:

Requires at leastVrite permission on the template and Manage/Templates authority.

Remarks

Deletes the specified ApprovaStep. The reference and title must both be valid string identifiers.

Example

curl  -- request DELETE http://localhost/contractexpress/api/templates/MyTem

“‘ ContractExpress

plate/approvalsteps/Legal

May 20, 2016



/api/templates/{reference}/history

Method: GET
Parameters

Name Location Type Default Comment

reference | Path string Required | The template identifier
Response

A list of SystemHistory entities for the specified template. Tbatenttype can be application/json or
application/xml.

Authorization:
Requires at least Read permission on the template and Manage/Templates authority.
Remarks

Returns a history of events that relate to the specified Template, with the most recsnt Tihe reference must
be a valid string identifier. Certain events with the System property set to true will only be included in the result
if the user has Full permission on the Template.

Example

curl http://localhost/contractexpress/api/templates/MyT emplate/history
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/api/contracts

Method: POST

Parameters

Name Location Type Default Comment

template | Query string | string Required | The template reference

version Query string | string None The specific version to use. The currg
version is used if nongpecified.

minor Query string | bool false False means only use Major templg
versions for this contract.

Response

Contractentity, with no child entities prgopulated. Links to self, questionnaire, answers, documents, template
and containing folder. The Contetyfpe is either application/json or application/xm

Authorization:

When 'minor' is false then requires Read permission on template, and Use/Contracts and Use/Templates
authority.  When 'minor' is true then requires Write permission on template and Use/Contracts and
Test/Templates authority.

Remarks

Thiscreates a new contract in the user's home folder. Permission inherits from that containing folder. The identity
claims of the user who uploaded the template version are used for determining authorization dersplates.

Example

curl -- request POST -- header "Content - Length: 0"
http://localhost/contractexpress/api/contracts?template=TestTemplate
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/api/contracts
Method: GET
Parameters
Name Location Type Default Comment
direct Query string | bool false True means only directly sharedntracts
$filter Query string | string None OData
$orderby | Query string | string None OData
$top Query string | int 256 OData
$skip QueryString | int 0 OData
Response

Contractentity list , with no child entities prpopulated and no links. The Contegpe is either application/json
or application/xml.

Authorization:

The response will only contain contracts foriefihthe current user has at least Read permission. Use/Contracts
and Use/Queries authority is required.

Remarks

When 'direct’ is true then the response only contains contracts for which the user has at least Read permission
but No permission on the cordct's containing folder.

The underlying query is restricted to the most recently created 1024 contracts after applying permission and
‘direct' constraints, but before the applying the OData constraints.

Example

curl http://localhost/contractexpress/api/co ntracts?direct=true
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/api/contracts/{id}
Method: OPTIONS
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
Response

No response body. The header "Allow: GET, PUT, DELETE" is returned.
Authorization:

RequiredJse/Contracts authority.

Remarks

Used by the questionnaire as a "gileght" check that the current user has the relevant authority, without
incurring overhead of data retrieval of a successful GET method.

Example

curl  -- request OPTIONS http://localhost /contractexpress/api/contracts/42
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/api/contracts/{id}
Method: GET
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
Response

Contractentity with any existingbocumentchild entities and for each of those the currddbcumentVersion
entity. Links to questionnaire, answers, documents, template and containing folder.

Authorization:

Requires at least Read permission on the contract and Use/Contnattisrity.
Remarks

Retrieves a specificontractentity.

Example

curl http://localhost/contractexpress/api/contracts/42
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[api/contracts/{id}

Method: PUT

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier

contract Body entity Required | The contract object with updated fiel
values.

Response

The updatedContractentity with any existingDocumentchild entities and for each of those the current
DocumentVersiomntity. Links to questionnaire, answs, documents, template and containing folder. Cortent
type is either application/json or application/xml.

Authorization:
Requires at least Write permission on the contract and Use/Contracts authority.
Remarks

Updates a specified contract. The Contralcin the entity must match the id used in the Path. IsExplicitName,
ExternalReference, ExternalLabel and Name are set by this action. All other fields are unaffected.

Example
curl  -- request PUT  -- header "Content - Type: application/json" -- data "{Contra ctld:42,

http://localhost/contractexpress/api/contracts/42
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/api/contracts/{id}
Method: DELETE
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
Response
No content.

Authorization:

Requires at least Write permission on the contract and Use/Contracts authority.

Remarks
Deletes a specific contract.

Example

curl  -- request DELETE http://localhost/contractexpress/api/contrac
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/api/contracts/{id}
Method: POST
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
folderid Query string | int Required | The destination folder id
Response
No content.

Authorization:

Requires at leastWrite permission on the contract and the destination folder, and Use/Folder and
Manage/Contracts authority.

Remarks

Moves a contract to a new folder. The ACL of the contract remains the same and does not inherit that of the
destination folder.

Example

curl  -- request POST  -- header "Content - Length: 0"
http://localhost/contractexpress/api/contracts/42?folderid=12
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/api/contracts

Method: GET

Parameters

Name Location Type Default Comment

docid Query string | long Required | A document identifier
version Query string | string Required | The contract version
Response

Contractentity with any existingdocumentchild entities and for each of those tH@ocumentVersiorentity
relating to the specified version of the contract. Links to questionnaire, answers, documents, template and
containing folder.

Authorization:
Requires at least Read peigsion on the contract and Use/Contracts authority.
Remarks

Retrieves theContractentity that contains the specified Document. The version is the Base64 encoding of the
ContractVersion property of those DocumentVersions to be included in the response. This "reverap"isook
useful for retrieving a Contract from information saved in a generated document. Note the response is a single
Contractentity and not a collection as might lexpected from the resource path.

Example

curl http://localhost/contractexpress/api/contracts?docid=77&version=AAAAAAAA4pI%3d
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/api/contracts/{id}/acl

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contracidentifier
Response

Returns an AclPair entity with contetytpe application/json or application/xml.
Authorization:

Requires Full permission on the contract and Manage/Contracts authority.
Remarks

The ACL pair consists of atpécit ACL, which is nulif the contract is inheriting its permissions frdhe containing
folder, and anmplicit ACLwhich is the ACL of the containing folder. Returning both allows the client to distinguish,
and display either without an additional GET request.

An ACL is asli of AccessControlRulmtities.

Example

curl http://localhost/contractexpress/api/contracts/42/acl
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/api/contracts/{id}/acl

Method: PUT
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
acl Body entity None The explicit access control list
Response
No content

Authorization:
Requires Full permission on the contract and Manage/Contracts authority.
Remarks

Set the explicit ACL on the contract. Setting this to null makes the contract inherit the ACL of the containing folder.

Example
curl  -- request PUT  -- header "Content - Type: application/json" -- data
"[{Claim:""role™,Value:"'user™,Right:1}]" http://local host/contractexpress/api/contracts/42/acl
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/api/contracts/{id}/answers

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
Response

An AnswerSetcontenttype application/xml. An Etag header is also returned that can be used on subsequent
POST for detecting conflicting updates.

Authorization:
Requires Read permission on the contracig Use/Contracts and Use/Questionnaires authority.
Remarks

Retrieves the current answer set for the specified contract. The answer set is typically the answer to questions
provided through the questionnaire, and any explicitly set parameters. Theears®wis only available as XML.

Example

curl http://localhost/contractexpress/api/contracts/42/answers
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/api/contracts/{id}/answers

Method: POST
Parameters
Name Location Type Default Comment
ifmatch Header etag None Used for the detection of updateonflicts.
id Path long Required | The contract identifier
answers Body xml Required | The new answers
Response
No content.

Authorization:
Requires Write permission on the contract, and Use/Contracts and Use/Questionnaires authority.
Remarks

Merges thesubmitted answers with the existing answers for the specified contract. Parameter values in the
submitted answers are discarded, as parameters are invariant after contract creation. For requests initiated by a
browser, the ifmatch header is usually autatically populated based on the eTag of the currently cached request,

if there was one.

Example

curl  -- request POST  -- upload - file Answers.xml
http://localhost/contractexpress/api/contracts/{id}/answers
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/api/contracts/{id}/questionnaire/pages/{page}

Method: GET
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
page Path int Required | The 1 based index of the page of the f
questionnaire.
navigate | Query string | string self The page requested relative to thedex
specified in the 'page’ parameter. Optio
are {self, next, previous, first, last}.
readOnly | Query string | bool false True means that the questionnaire pa
will not be used for submitting modifie
answers
Response

An ActivatedPagavith contenttype application/xml or application/javascript. An Etag header is also returned
that can be used on subsequent POST of answers updated on this page for datenfifajing updates. The
response will have links for self, next, previous, first and last pages, the answers and the documents.

Authorization:

Requires Read permission on the contract and the underlying template, and Use/Contracts and
Use/Questionnaireauthority.

Remarks

Retrieves the appropriate questionnaire page definition as XML or JavaScript. JSON is not supported. The
JavaScript representation is well suited to conversion to HTML in a very flexible manner described more fully in
section5, Embedding e Questionnaire

Example

curl http://localhost/contractex press/api/contracts/42/questionnaire/pages/1?navigate=first
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/api/contracts/{id}/documents

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
Response

Contractentity with Documentchild entities and for each of those the currdbdbcumentVersiomntity, and zero
or moreGeneratedAlerthild entities. Contentype application/son or application/xml.

Authorization:

Requires Read permission on the contract, and on the underlying template if the documents need to be
regenerated, and Use/Contracts and Use/Documents authority.

Remarks

Note that aContractentity is returned, rather than a collection of Documents. This method will attempt to
regenerate the documents if there are none that match the current set of Answers. As part of thaeraiien
zero or more Alerts may be raised. T@entractentity acts as a container for the Documents and associated
Alerts.

Example

curl  http://localhost/contractexpress/api/contracts/42/documents
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/api/contracts/{id}/documents/{docid}

Method: GET

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
docid Path long Required | The document identifier
Response

Documententity as Contentype application/json or application/xml.
Authorization:

Requires Read permission on the contract, and on the underlying template if the documents need to be
regenerated, ad Use/Contracts and Use/Documents authority.

Remarks

This method will attempt to regenerate the documents if there are none that match the current set of Answers.

Example

curl http://localhost/contractexpress/api/contracts/42/documents/77
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/api/contracts/{id}/documents/{docid}/content

Method: GET
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
docid Path long Required | The document identifier
pdf Query string | bool false True if require response as PDF
version Query string | string None The contract version
Response

Returns the content of the specified version of the specified Document. A number of content types are supported.
The response will contain a content disposition header of attachment aptbppate filename. An ETag header
is also returned to allow for fulfilment of subsequent requests from cache.

Authorization:
Requires Read permission on the contract and Use/Contracts and Use/Documents authority.
Remarks

If no version is specified thethe latest version of the specified Document is used. The value of the version
parameter is the Base64 encoding of the ContractVersion property of the correspdaiingnentVersiorentity.

If there is not a document version associated with the specified version of the contract then regeneration will not
occur, and a "Not found" response will result. Documents generated from templates will default to using the
content-type of application/vnd.openxmlformatsfficedocument.wordprocessingml.document.  Uploaded
documents will use the content type given during upload. The client can request a response content type of
application/pdf either by using a request Accept heqde by setting the 'pdf' query string parameter to 'true’.

In this case if the system will attempt to convert the document into a PDF, returning a "Not acceptable" response
if this is not possible.

Example

curl  http://localhost/contractexpress/api/contracts/42/documents/77/content?pdf=true
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/api/contracts/{id}/documents/{docid}/signed

Method: GET

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
docid Path long Required | The document identifier
Response

Returns the signed content of the specified Document. The content type will be application/pdf. The response
will contain a content disposition header of attachment and appropriate filename.

Authorization:
Requires Read permission on the contract and Use/Contracts and Use/Documents authority.
Remarks

The returned document will be the output of the external eSignature system. Currently we only support DocuSign
and the content type for this is always PDF.

Example

curl http://localhost/contractexpress/api/contracts/42/documents/77/signed
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api/upload/documents/{docid}

Method: POST
Parameters
Name Location Type Default Comment
docid Path long Required | The document identifier
document | Content - Required | The edited document content
Response
No content.

Authorization:

Requires Write permission on the contract and Use/Contracts and Use/Documents authority.

Remarks

The request content can either be the byte stream of the edited document, or it catriogtured as a muklpart
MIME with the single part being the edited document. There must be a Coififgeg header on the request.

Usually this will correspond to the DOCX file format, and if so the document is validated on upload, and is rejected
if it is not a valid DOCX file. In all cases the content type must agree with the content type of the corresponding
generated document. So it is invalid, for example, to replace a DOCX with a PDF. The uploaded content will

replace the latest version of thgscified generated document.

Example

curl  -- request POST

-- upload - file MyEditedDocument.docx

http://localhost/contractexpress/api/upload/documents/77
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/api/contracts/{id}/documents/{docid}/versions

Method: GET

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
docid Path long Required | The document identifier
Response

Array ofDocumentVersioentities. Contenttype goplication/json or application/xml.

Authorization:

Requires Read permission on the contract and Use/Contracts and Use/Documents authority.

Remarks

Example

curl http://localhost/contractexpress/api/contracts/42/documents/77/
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/api/contracts/{d}/documents/{docid}/versions/{verid}

Method: GET
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
docid Path long Required | The document identifier
verid Path long Required | The version identifier
Response

DocumentVersiomntity. Contenttype application/json or application/xml.
Authorization:
Requires Read permission on the contract and Use/Contracts and Use/Documents authority.

Remarks

Example

curl http://localhost/contractexpress/api/contracts/42/documents/77/versions/81

“‘ ContractExpress

May 20, 2016



/api/contracts/{id}/documents/{docid}/versions/{verid}/content

Method: GET
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
docid Path long Required | The document identifier
verid Path long Required | The version identifier
pdf Query string | bool false True if require responsas PDF
version Query string | string None The contract version
Response

Returns the content of the specified version of the specified Document. A number of content types are supported.
The response will contain a content disposition headeattzchment and appropriate filename. An ETag header
is also returned to allow for fulfilment of subsequent requests from cache.

Authorization:
Requires Read permission on the contract and Use/Contracts and Use/Documents authority.
Remarks

Documents geerated from templates will default to using the contetype of application/vnd.openxmlformats
officedocument.wordprocessingml.document. Uploaded documents will use the content type given during
upload. The client can request a response content typ@plieation/pdf either by using a request Accept header,

or by setting the 'pdf' query string parameter to ‘true'. In this case the system will attempt to convert the
document into a PDF, returning a "Not acceptable” response if this is not possible.

Exampe:

curl http://localhost/contractexpress/api/contracts/42/documents/77/versions/81 /content
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api/upload/inputdocuments/{id}

Method: POST

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
document | Content - Required | The document content
Response

No content. The Location response header will contain the URL for the InputDocument.

Authorization:

Requires Write permission on the contract and Use/Contracts and Use/Questionnaires authority.

Remarks

Therequest content can either be the byte stream of the document, or it can be structured as goentIMIME

with the single part being the document. There must be a Cortgpe header on the request. The uploaded
content is available to attach or incleadn the set of generated documents for the contract.
document to be used in this way there must be a suitable field in a template that uses a file upload variable that
is set to a value that identifies this input document.

Example

curl  -- request POST

-- upload - file MyExternalDocument.docx

http://localhost/contractexpress/api/upload/inputdocuments/42

“‘ ContractExpress

For the input

May 20, 2016



ContractExpress® APl Manual

api/contracts /{id}/inputdocuments

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
Response

A list of InputDocument entities for the contract. Contéyype application/xml or application/javascript.

Authorization:

Requires Read permission on the contract and Use/Contracts and Use/Questionnaires authority.

Remarks
None

Example

curl  http://localhost/contractexpress/api/contracts/42/inputdocuments

“‘ ContractExpress

May 20, 2016



ContractExpress® AP| Manual

api/contracts /id}/inputdocuments/{docid}

Method: GET

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
docid Path long Required | The input document identifier
Response

Returns the specifiethputDocumententity. Contenttype application/xml or application/javascript.

Authorization:

Requires Read permission on the contract and Use/Contracts and Use/Questionnaires authority.

Remarks
None

Example

curl http://localhost/contractexpress/api/contracts/42/inputdocuments/777
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api/contracts /{id}/inputdocuments/{docid}/content

Method: GET

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
docid Path long Required | The input document identifier
Response

Returns the content of the specified InputDocument. Corvgpe will be as specified during corresponding
upload. The content disposition will be "attachment".

Authorization:

Requires Read permission the contract and Use/Contracts and Use/Questionnaires authority.
Remarks

The byte stream will be identical to that uploaded.

Example

curl http://localhost/contractexpress/api/contracts/42/inputdocuments/777/content
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api/contracts /{id}/invitations

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
Response

Returns a list of Invitation entities for the Contract. Contmte can be application/xml or application/json.

Authorization:

Requires Read permission on the contract and Use/Contracts authority.

Remarks

Invitations are created using an appropriate api/email request.

Example

curl http://localhost/contractexpress/api/contracts/42/invitations
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api/contracts /id}/invitations/{gmid}

Method: GET

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
itemid Path long Required | The invitation identifier
Response

Returns the specifiethvitation entity. Contenitype can be application/xml or application/json.

Authorization:

Requires Read permission on the contract and Use/Contracts authority.
Remarks

Invitations are created usirgn appropriate api/email request.

Example

curl http://localhost/contractexpress/api/contracts/42/invitations/1234
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api/contracts /{id}/invitations/{itemid}

Method: DELETE

Parameters

Name Location Type Default Comment

id Path long Required | The contracidentifier
itemid Path long Required | The invitation identifier
Response

No content

Authorization:

Requires Full permission on the contract and Use/Contracts authority.

Remarks

Full permission is required because the request might restrict who hl@sado the contract.

Example

curl  -- request DELETE http://localhost/contractexpress/api/contracts/42/invitations/1234
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/api/contracts/{id}/documents/zip

Method: GET
Parameters
Name Location Type Default Comment
id Path long Required | The contracidentifier
signed Query string | bool false True if a zip of the signed documents
required
Response

All the current document contents for the specified contract as a single zip file. Cappenapplication/zip.
Authorization:

Requires Read permission on the contract and Use/Contracts and Use/Documents authority.
Remarks

This method will use the default content type of the documents inside the zip archive. No attempt to regenerate
the documents will be made if there are nofwe the current answer set.

Example

curl http://localhost/contractexpress/api/contracts/42/documents/zip
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/api/contracts/activity/{year}/{month}

Method: GET

Parameters

Name Location Type Default Comment

year Path int Required | The calendar year

month Path int Required | The calendar month

format Query string | string None CSV to indicate response required
comma separated values.

Response

A list ofActivity entities, as content type application/json, application/xml or text/csv. For content type text/csv
a content disposition of attachment is added.

Authorization:

Summarizes only those contracts for which current user has at least Read permission, and requires
Manage/Contracts and Use/Queries authority.

Remarks

TheActivity entity in this case states how many times a particular template was used by a particular user in the
specified month. Note that all dates used are based on UTC times. The format parameter is intended for use in
situations where there is no control ovidre Accept header in the request.

Example

curl http://localhost/contractexpress/api/contracts/activity/2014/4
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/api/contracts/charges/{year}/{month}

Method: GET

Parameters

Name Location Type Default Comment

year Path int Required | The calendar year
month Path int Required | The calendar month
Response

The content type is application/xml with a content disposition of attachment.
Authorization:

Requires Manage/Licence, Manage/Contracts and Use/Queries authority.
Remarks

This action allows for théownload of an XML file containing data that can be used foipeeuise charging. Note
that the file will only contain information about Contracts for which the user has at least Read access.

Example

curl http://localhost/contractexpress/api/contracts/c harges/2015/4
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/api/contracts/{id}/snapshot

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
Response

Returns all the data needed to reconstruct a contract in a different license spacsinageazip file. Contertype

application/zip.

Authorization:

Requires Read permission on the contract and Write permission on all templates used, and Manage/Templates,

Use/Contracts, Use/Documents and Use/Questionnaires authority.

Remarks

This is intaded to aid the investigation of issues a user is having, by providing all the information needed to
reconstruct the scenario in a debug environment, namely the templates, the answers and a record of the activated
pages in the questionnaire and the gene@didocuments. Taking a snapshot does not update the source contract

in any way, for example no attempt to regenerate documents is made.

Example

curl http://localhost/contractexpress/api/contracts/42/snapshot
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/api/contracts/{id}/templates

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
Response

Returns &ictionaryentity for the specified contract. Ctemt-type application/xml or application/javascript. An
Etag header is returned to enable appropriate fulfilment of subsequent requests from cache.

Authorization:
Requires Read permission on the contract, and Use/Contracts and Use/Preview authority.
Remarks

The returnedDictionaryentity is that portion of the consolidated dictionary for the set of templates used by the
contract that defines the usage of attachedbtemplates. The application/javascript representation is optimized
for document Preview.

Example

curl http://localhost/contractexpress/api/contracts/42/templates
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/api/contracts/{id}/templates/{template}/wording

Method: GET

Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
template | Path string Required | The template reference
Response

Returns the template wording of the version of the specified template used by the specified contract as-content
type application/javascript. An Etag header is returned to enable appropriate fulfilment of subsequent requests
from cache.

Authorization:
Requires Read permission on the contract, and Use/Contracts and Use/Preview authority.
Remarks

The response is the cealidated wording of the top template or an attachment template for the set of templates
used by the contract. The JavaScript is optimized for document Preview and a proportion of the wording text may
have been redacted.

Example

curl http://localhost/con tractexpress/api/contracts/42/templates/TestTemplate/wording
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api/contracts/{id}/templates/uptodate

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
Response

Boolean true or false. Thmntenttype can be application/json or application/xml.

Authorization:

Requires at least Read permission on the contract and the underlying template, and Use/Contracts authority.
Remarks

Returns true if the contract is using the most up to date tengsat

Example

curl http://localhost/contractexpress/api/contracts/42/templates/uptodate
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api/contracts/{id}/templates/uptodate

Method: POST
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
Response
No content

Authorization:

Requires at least Write permission on the contract and Read permission on the underlying template, and
Use/Contracts authority.

Remarks
Updates the contract to use the most recent versions of the underlying templates.

Example

curl  -- requ est POST -- header "Content - Length: 0"
http://localhost/contractexpress/api/contracts/42/templates/uptodate
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api/contracts/{id}fesignature/cancel

Method: POST
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
Response
No content

Authorization:
Requires at least Write permission on the contract, and Use/Contracts authority.
Remarks

Updates the contract to cancel theSgnature request.

Example
curl  -- request POST  -- header "Content - Length: 0"
http://localho st/contractexpress/api/contracts/42/esignature/cancel
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/api/contracts/{id}/approvals

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract identifier
Response

A list of Approval entities for the specifi€bntract. Contentype application/json or application/xml.

Authorization:

Requires Read permission on the contract and Use/Contracts and Use/Approvals authority.

Remarks
None.

Example

curl http://localhost/contractexpress/api/contracts/42/approvals
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/api/contracts/{id}/approvals/{titie}

Method: GET
Parameters
Name Location Type Default Comment
id Path long Required | The contract identifier
title Path string Required | The approval name
Response

Approvalentity as Contentype application/json or application/xml.

Authorization:

Requires Read permission on the Contract and Use/Contracts and Use/Approvals authority.
Remarks

The title parametr must be a valid string identifier.

Example

curl http://localhost/contractexpress/api/contracts/42/approvals/Legal
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/api/contracts/{id}/approvals/{titie}

Method: POST
Parameters
Name Location Type Default Comment
id Path long Required | The contracidentifier
title Path string Required | The approval name
action Query string | string Required | The action to perform on the approval
approvertype| Query string | string Null Either 'userid' or 'group’
approver Query string | string Null The user id or groupame
comment Query string | string Null A comment to add to any email tha
might be triggered
Response
No content

Authorization:

Requires Write permission on the Contract and Use/Contracts and Use/Approvals or Manage/Approvals authority
depending on thection.

Remarks

The title parameter must be a valid string identifier. The action parameter must be one of the values request,
forward, grab, approve, reject or revoke. If the action is request then Use/Approvals authority is required,
otherwise forall other values Manage/Approvals is required. If the action is grab or forward then the approver
and approvertype parameters must not be null, and indicate either the user who has grabbed the approval, or the
user or group to which it has been forwarded@he ApprovalStep associated with this Approval may have been
configured to send emails, in which case this request may trigger the sending of one or more emails.

Example

curl  -- request POST -- header "Content - Length: 0"
http://localhost/contractexpress/api/contracts/42/approvals/Legal?action=request
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/api/contracts/{id}/history

Method: GET
Parameters

Name Location Type Default Comment

id Path long Required | The contract iderifier
Response

A list of ContractHistory entities for the specified contract. The cortgm can be application/json or
application/xml.

Authorization:
Requires at least Read permission on the contract and Use/Contracts authority.
Remarks

Returnsa history of events that relate to the specified Contract, with the most recent first. Certain events with
the System property set to true will only be included in the result if the user has Full permission on the Template.

Example

curl http://localhost/ contractexpress/api/contracts/42/history
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/api/approvals

Method: GET

Parameters
Name Location Type Default Comment
$filter Query string | string None OData
$orderby | Query string | string None OData
$top Query string | int 256 OData
$skip QueryString | int 0 OData

Response

Approvalentity list, with no child entities pr@opulated and no links. The Conteype is either application/json
or application/xml.

Authorization:

The response will only contain approvals for which the current user has at least Read permission.
Manage/Approvals, Use/Contracts and Use/Queries authority is required.

Remarks

The underlying query is restricted to the top 1024 Approiratbe ‘awaiting approval' state for the most recently
created contracts after applying permissions but before the applying the OData constraints. The intention is that
this query is a queue of items awaiting approval that this user could progress.

Exampeé:

curl http://localhost/contractexpress/api/approvals
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/api/folders

Method: GET
Parameters
Name Location Type Default Comment
category | Query string | string template | This is intended for future use. For ng
this parameter should always be explici
setto "contract".
Response

Returns aFolder entity list, with no child entities
application/json or application/xml.

Authorization:

The response will only contain folders for whible current user has at least Read permission, and where they
have No permission of the parent folder. Use/Folders and Use/Queries authority is required.

Remarks

prpopulated and no links. The Conteype is either

The system currently only supports folders for organizing contracts, but will in futwralédsv folders to be used

for organizing templates. The response is effectively the "root" folders accessible to the current user. All other

folders can be accessed indirectly as a descendant of one of these "root" folders.

Example

curl http://localhos

t/contractexpress/api/folders?category=contract
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/api/folders

Method: POST
Parameters
Name Location Type Default Comment
name Query string | string Required | The name of the new folder
category | Query string | string Required | This determines the type of folder, and
subfolders within it. It can be "contrac
or "template”.
Response

AFolderentity. The Contentype is either application/json or application/xml.
Authorization:

Requires CreateRoot/Folders authority.

Remarks

This will create a new absolute "root" folder. An albgel"root" folder is one that really has no parent folder,
rather than one that is just not visible to the current user.

Example

curl  -- request POST -- header "Content - Length: 0"
http://localhost/contractexpress/api/folders?name=foo&category=contract
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/api/folders/{id}

Method: GET
Parameters

Name Location Type Default Comment

id Path int Required | The folder identifier
Response

Folderentity with any existingContractand Folderchild entities populated. Contenype application/json or
application/xml.

Authorization:

Requires at least Read permission on the folder and Use/Folders authority. The child entities will not be populated
unless the usealso has Use/Queries authority.

Remarks
Retrieves a specific folder and its contents.

Example

curl http://localhost/contractexpress/api/folders/3
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/api/folders/{id}

Method: POST
Parameters

Name Location Type Default Comment

id Path int Required | Thefolder identifier

name Query string | string Required | The name of the new sulolder
Response

No content, but with a Location header with the URL of the new folder.
Authorization:

Requires at least Write permission on the folder and Use/Folalgttsority.
Remarks

Creates a new sufwlder of the specified folder with the given name. The new folder will inherit the ACL of the
specified folder. The name must not be the same as any existinfpkldrs of the specified folder.

Example

curl  -- requ est POST -- header "Content - Length: 0" http://localhost/contractexpress/api/folders/3?name=bar
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/api/folders/{id}

Method: PUT
Parameters

Name Location Type Default Comment

id Path int Required | The folder identifier

folder Content entity Required | TheFolder entity with updated propertie
Response

The updated-olderentity, with contenttype of application/json or application/xml..

Authorization:

Requires ateast Write permission on the folder and Use/Folders authority.

Remarks

Update the Name property of the folder. The name must not be the same as any existifgjdsub of the

specified folder.

Example

curl  -- request PUT  -- header "Content - Type: applica

name"'}" http://localhost/contractexpress/api/folders/3
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/api/folders/{id}

Method: DELETE
Parameters
Name Location Type Default Comment
id Path int Required | The folder identifier
Response
No content.

Authorization:

Requires at least Write permission on the folder and all its descendants and Use/Folders authority.

Remarks

Deletes a specific folder and all its contents.

Example

curl  -- request DELETE http://localhost/contractexpress/api/folders/3
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/api/folders/{id}

Method: POST

Parameters

Name Location Type Default Comment

id Path int Required | The folder identifier
parentid Query string | int Required | The destination folder id
Response

No content.

Authorization:

Requires at least Writpermission on the folder being moved and the destination folder, and Use/Folders
authority.

Remarks

Moves a folder to a new parent folder. The ACL of the folder remains the same and does not inherit that of the
new parent folder. A value of zero for tiparentid means make the folder an absolute "root" folder, and this
requires CreateRoot/Folders authority.

Example

curl  -- request POST  -- header "Content - Length: 0"
http://localhost/contractexpress/api/folders/3?parentid=17
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/api/folders/{id}/acl

Method: GET
Parameters

Name Location Type Default Comment

id Path int Required | The folder identifier
Response

Returns an AclPair entity with contetytpe application/json or application/xml.

Authorization:

Requires Full permission on the folder duske/Folders authority.

Remarks

The ACL pair consists of atpicit ACL, which is null if the folder is inheriting its permissidmsn its parent folder,
and an mplicit ACLwhich is the ACL of the parent folder. Returning both allows the client tmglissh, and
display either without an additional GET request.

An ACL is a list éfccessControlRulmtities.

Example

curl  http://localhost/contractexpress/api/folders/3/acl
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/api/folders/{id}/acl

Method: PUT
Parameters
Name Location Type Default Comment
id Path int Required | The folder identifier
acl Body entity None The explicit access control list
Response
No content

Authorization:

Requires Full permission on the folder and Use/Folders authority.

Remarks

Set the explicit ACL on the folder. Setting this to null makes the folder inherit the ACL of the parent folder.

Example

curl  -- request PUT  -- header "Content - Type: application/json" -- data

“‘ ContractExpress May 20, 2016



/api/folders/{id}/templates

Method: POST
Parameters
Name Location Type Default Comment
id Pah int Required | The folder identifier
template | Query string | string Required | The template reference
profile Query string | string None The profile to be used on launch (if any
name Query string | string None The display name for this combination
template and profile in this folder
Response

The fully instantiatedlemplatelnFoldeentity, with the values passed and a unique TemplatelnFolderld. The
Contenttype is either application/json or application/xml.

Authorization:

Requires Write permission on the folder and Reaermission on template, and Use/Folders and
Manage/Templates authority.

Remarks

This creates a new association of a Template and a Profile in a Folder.

Example
curl  -- request POST  -- header "Content - Length: 0"
http://localhost/contractexpress/api/fold ers/3/templates?template=MyTemplate
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/api/folders/{id}/templates

Method: PUT

Parameters

Name Location Type Default Comment

id Path int Required | The folder identifier

tif Body entity Required | The updated TemplatelnFolder
Response

The fullyTemplatelnFoldeentity is echoed, with the name property set to the a default value if none was specified
in the request. The Contettype is either application/jso or application/xml.

Authorization:

Requires Write permission on the folder and Read permission on template, and Use/Folders and
Manage/Templates authority.

Remarks

This updates the association of a Template and a Profile in a Folder. It allowstiEmiiiate, profile, name and
description to be updated.

Example
curl  -- request PUT  -- header "Content - Type: application/json" -- data "{TemplatelnFolderld:777,

http://localhost/contractexpress/api/folders/3/templates
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/api/folders/{id}/templates/{linked}

Method: DHETE
Parameters
Name Location Type Default Comment
id Path int Required | The folder identifier
linkid Path int Required | The id if the TemplateInFolder
Response
No content

Authorization:

Requires Write permission on the folder and Read permission template, and Use/Folders and
Manage/Templates authority.

Remarks
This removes the association of a Template and a Profile from a Folder.

Example

curl  -- request DELETE http://localhost/contractexpress/api/folders/3/templates/777
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/api/folders/{id}/contracts

Method: POST

Parameters

Name Location Type Default Comment

id Path int Required | The folder identifier

template | Query string | string Required | The template reference

version Query string | string None The specific version to use. The currg
version is used if none specified.

minor Query string | bool false False means only use Major templg
versions for this contract.

Response

Contractentity, with no child entities prgopulated. Links to self, questionnaire, answers, documents, and

template. The Contenrtype is either application/json or application/xml.

Authorization:

Requires Write permission on the folder. When 'minor' is féhem requires Read permission on template, and
Use/Folders, Use/Contracts and Use/Templates authority. When 'minor' is true then requires Write permission

on template and Test/Templates instead of Use/Templates authority.

Remarks

This creates a newontract in the specified folder. ACL of the new contract inherits from that folder. The identity

claims of the user who uploaded the template version are used for determining authorization dersplates.

Example

curl  -- request POST

-- header "Content

- Length: 0"

http://localhost/contractexpress/api/folders/3/contracts?template=TestTemplate
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/api/folders/{id}/contracts

Method: GET
Parameters

Name Location Type Default Comment

id Path int Required | The folder identifier
Response

Contractentity list, with no child entities prpopulated. Links to self, questionnaire, answers, documents, and
template. The Contertype is either application/json or application/xml.

Authorization:

The response will only contain contracts for which the current user has at least Read permission. Use/Folders,
Use/Contracts and Use/Queries authority is required.

Remarks
This returns all the contracts visible to the current user in the specifieier.

Example

curl http://localhost/contractexpress/api/folders/3/contracts
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/api/account/login

Method: POST
Parameters

None

Response

A string which is used as an afdrgery token. Content type is text/plain. There will also be e&C®etkie respnse
header.

Authorization:
The caller needs Use/Licence authority, so must provide credentials via an Authorization header.
Remarks

This request is only useful where the target instance of ContractExpress is configured for Forms Based
Authentication. This call allows the caller to receive an FBA authentication cookie anfbagery token that can

be used on subsequent calls. The Authorization header would typically use the Basic or SWT schemes described
in section 4.1 below. This is the programmatipivalent of the login screen. It is used when embedding the
guestionnaire so that the browser has a cookie that will be automatically added to subsequent requests by the
browser.

Example

curl  -- request POST  -- header "Content - Length: 0" i header "Author ization: SWT RG9tYWlu..."
http://localhost/contractexpress/api/account/login
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/api/account/logout

Method: POST

Parameters

None

Response

No content. There will be a SEbokie response header.

Authorization:

Requires Use/Licence authority.

Remarks

Clears the session cookie. It will also trigger any logout functionality that has been configured for this user.

Example

curl  -- request POST -- header "Content - Length: 0" http://localhost/contractexpress/api/account/logout
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/api/account/password
Method: POST
Parameters
Name Location Type Default Comment
body Content entity None The UserNewPassword entity with the @
and new passwords.
Response
No content.

Authorization:
Requires Use/Licence authority.
Remarks

This will change the current usepassword. It requires the old password to be correctly specified as well as the
new one. It will also trigger an email to be sent to the current user alerting them to the fact the password has
been changed, and allowing them to reset it easily.

Example

curl  -- request POST -- header "Content - Type: application/json" -- data "{CurrentPassword:""Password1"",
NewPassword:""Password2"}" http://localhost/contractexpress/api/account/password
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/api/account/settings

Method: GET

Parameters

Name Location Type Defaul Comment

userid Path string None Optionally the id of the user whos
settings are to be retrieved

Response

Returns dJserSettingentity. Supports application/json and application/xml content types.
Authorization:

Requires Use/Licence authority to get the current users settings by not specifying a value for thparsenieter,
and Manage/Licence authority when a userid parameter is specified.

Remarks

This retrieves various settings relating to the specified user. If the user does not currently exist within the
LicenceSpace, and the Licence allows for another udee tweated, then the user will be automatically created

with appropriate default settings. The response object will include a child LicenceSpace object, with any Subsite
specific overrides applied. If userid was not specified then the UserSettingsawdlits AuthorizedActions
property set with all the resource/action authorities granted to the current user.

Example

curl http://localhost/contractexpress/api/account/settings
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/api/account/settings

Method: PUT
Parameters
Name Location Type Default Canment
body Content entity None The UserSettings entity with the updatg
property values.
Response
No Content.

Authorization:

User needs Use/Licence authority to update their own settings, or Manage/Licence authority to modify another
user's settings.

Remarks

Update the settings for the specified user. Not all properties of WlserSettingsentity are updateable, and
changes to read only properties will be igndre

Example

curl http://localhost/contractexpress/api/account/settings
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/api/account/licence

Method: GET

Parameters

None

Response

Returns d.icenceentity. Supports application/json and application/xml content types.
Authorization:

Requires Use/Licence authority.

Remarks

Returns details of the Licence that governs the LicenceSpagkith the caller belongs.

Example

curl http://localhost/contractexpress/api/account/licence
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/api/account/users

Method: GET
Parameters

Name Location Type Default Comment

name Query string | string None Optionally some substring filter
Response

Returnsa list of Strings. Supports application/json and application/xml content types.
Authorization:

Requires Use/Licence and Use/Queries authority.

Remarks

This returns the list of users that the current user is allowed to see and whose names contain ttimgubs
specified in the name parameter. The search space will either correspond to the LicenceSpace or the Subsite to
which the caller belongs.

Example

curl http://localhost/contractexpress/api/account/users?name=ted
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/api/account/groups

Method: GET
Paraneters:

Name Location Type Default Comment

name Query string | string None Optionally some substring filter
Response

Returns a list of Strings. Supports application/json and application/xml content types.
Authorization:

Requires Use/Licence aktbe/Queries authority.

Remarks

This returns the list of groups that the current user is allowed to see and whose names contain the substring
specified in the name parameter. The search space will either correspond to the LicenceSpace or the Subsite to
which the caller belongs.

Example

curl http://localhost/contractexpress/api/account/groups?name=dev

“‘ ContractExpress May 20, 2016



ContractExpress® APl Manual

/api/account/notices

Method: GET

Parameters

None

Response

Returns a list of Notice entities. Supports application/json and application/xml content types.
Authorization:

Requires Use/Licence authority.

Remarks

This returns the list of active Notice entities that have not yet been acknowledged by the current user.

Example

curl http://localhost/contractexpress/api/account/notices
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/api/account/notices

Method: POST
Parameters
Name Location Type Default Comment
noticeid Query string | int Required | The id of the last notice
Response
No content.

Authorization:
Requires Use/Licence authority.
Remarks

This records the id of Botice entity that is the last which the current user has acknowledged. Notice ids are
monotonically increasing integers, so all prior Notices are also deemed to have been acknowledged.

Example

curl http://localhost/contractexpress/api/account/notices?noticeid=42
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/api/account/permission

Method: POST
Parameters

Name Location Type Default Comment

acl Body entity None A list of AccessControlRule entities
Response

Returns a string witlsontent type text/plain.
Authorization:

Requires Use/Licence authority.

Remarks

Calculates the effective permission that would be granted to the current user by the Access Control List specified
in the body of the request. The response will be onBlofie, Read, Write or Full.

Example

curl  -- request POST -- header "Content - Type: application/json" -- data
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/api/account/token

Method: GET

Parameters

Name Location Type Default Comment

template | Query string | string Required | The template identifier
profile Query string | string None Optional profile identifier
Response

Returns a string representation of the public token for the specified template auithlenttype application/json

or application/xml.

Authorization:

Requires Full permission on the template and Manage/Templates authority.

Remarks

Retrieves a token for guest access to a template. When added to the public URL this allows guests théaunch t
guestionnaire for that template and generate a set of documents. If the profile is specified then that Profile will
be used when the template is launched. Note the ACL on the template must have been set to allow guest access
and there must be a Majorersion of the template before the token can be used.

Example

curl http://localhost/contractexpress/api/account/token?template=MyTemplate
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3.2 Entities

This section describes the application specific structured data types. A number of other media tyyssdaog

the system, for example Template and Document content is often represented as Office Open XML, described
here http://en.wikipedia.org/wiki/Office Open XML

The entities themselves haveqperties that may be a reference to some other entity, or collection of entities,
but more commonly are some scalar value type corresponding to C# long, int, bool, string, DateTime etc.

The entities described in the following pages are:

Entity Comment

EntryPoint The root of the API

Link A link to a related resource

Template A template from which documents are generated

TemplateVersion A particular version of a template

AccessControlRule Associated with Templas, Contracts and Folders and determir
permission

Dictionary The ContractExpress data structures defined in a Template

ApprovalStep A step in the approval process associated with a Template

ast Abstract syntax tree representation of ContractExpress Mat

Language expression

ApprovalEmail Emailtemplate for some actions associated with an ApprovalStep

SystemHistory An event on a Template or in the wider system

Contract The combination of a Template and an AnswerSet and the rest
Documents

AnswerSet The data values for varias used in a Template

Document A Document generated from a Template

DocumentVersion A version of a Document generated by a particular AnswerSet

GeneratedAlert A warning message trigged during the generation of some Documer

ContractHistory An event on a Contract
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InputDocument A document uploaded rather than generated

Invitation An invitation to Collaborate on a Contract

Approval The progress of an ApprovalStep for a particular Contract
Folder A container for organizing Contrachnd Templates

Activity A summary of some Activity on the system
ActivatedPage A questionnaire page

TemplatelnFolder

The association of a Template and a Profile to a particular Folder

Profile

A container for a collection of parameter settings and answer value

ExternalTable

The configuration to support the querying of an external data sourc

recordset The result of a query against an ExternalTable

View A query against an ExtaalTable

EmailWording todo

Licence Various properties locked by an issued license, such as expiry dat
UserSettings The configuration settings for a particular user

LicenceSpace

Configuration settings that affect alkers in a LicenceSapce

WelcomeScreen

Configuration of a Welcome screen shown to new users

Welcomelmage

An image to be included on the welcome screen

Notice A Notice warning all users on a particular arste of some event, lik
down time

User A registered user

Group A locally defined group of users

Subsite A ringfenced group of users together with a customizalherme

Theme Various presentation settings, such as logos and colors
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Each entity description includes a list of its properties, and any links that are includeel émtity to other API
requests that might usefully progress some interaction with the services (see the discussion of hypermedia as the
engine of application state in the introduction in sectibn
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EntryPoint
Properties:
Name Type Comment
Product string Currently "ContractExpress"
Version string Four level version with the pattern Major.Minor.Patch.Build, for exan
"5.4.0.292"
Company string The strind'Business Integrity Limited"
Copyright string Assertion of copyright
Trademark string Assertion of trademarks
Patents string Assertion of patents
Support string URL for product support
Links:
Name Comment

templateupload

The URL for uploadirtgmplates

templates The collection of Template entities accessible to the current user
contracts The collection of Contract entities accessible to the current user
Remarks:

This data is the "root" of the API. It asserts various legal claimgrandles links to other resources. Supports
JSON and XML serialization.
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Link
Properties:
Name Type Comment
rel string A standardized name for the relationship this link has with the cur
response. For example with navigation links this might"fext" or
"previous".
method string The HTTP method that should be used for this request, such as GE]
POST or DELETE. Default is GET.
href URI The absolute URI with all recommended parameters set appropriatel
title string A suggested display nee for this link
Links:
None
Remarks:

Link entities are used to suggest potential requests to progress some activity in the response to some earlier

request. For example the response to the main entry point of the API has links to the major resdet®nsl|
Supports JSON and XML serialization.
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Template

Properties:
Name Type Comment
Reference string Unique identifier for a template within the license space.
Version string The current version of this template
Folderld int The id of the templatefolder (aka category) to which th
combination of template and profile is associated. This proper
null if the entity represents the underlying template itself.
ProfileReference | string The profile to be used with the template in this case
Name string A name for the combination of template and profile
Description string The description of the current version
Keywords string Any whitespace delimited keywords for the current version
UploadedBy string The display name of the user who uploaded theerent version
UploadedByld string The user id of the user who uploaded the current version
UploadedOn DateTime The date and time the current version was uploaded
Islnactive bool A template is inactive if all versions are inactive
Advertise bool Trueif this template can be shown on the public page for t
license space
Share byte 0 ¢ Single user access
1 ¢ Shared with other authenticated users
2 ¢ Shared with unauthenticated guests
3 ¢ Shared with both authenticated users and unauthentica
guests
EffectiveRight int The permission that the current user has on the template:

0¢ None
1¢ Read
2 ¢ Write
3¢Full
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Versions List<TemplateVersion| Sometimes this property will be instantiated with data for one
more versions of the template, to avoatditional round trip to

services.
Links:
Name Comment
newcontract The URL for creating a new contract from this template
Remarks:

The Template entity holds properties of a particular template, or a template and profile combination, including
someproperties of the current version of that template. The current version is the version (test or live depending
on context) that is valid at the moment the request was made. Supports JSON and XML serialization.
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TemplateVersion

Properties:

Name Type Comment

Reference string Unique identifier for this template within the license space.

Version string The unique identifier of this version of the template

IsMajor bool True if this is a "major" version, to be used by business users, as op
to a "minor" version that is used for testing by the template authors.

Name string The name that will be used for documents generated from this templz

Description string The description of this version

Keywords string Any whitespace delimited keywords fthris version

CompilerVersion | string The version of the ContractExpress template compiler used Vv
uploading this template version

ValidFrom DateTime The date and time at which this is the correct version to use.

ValidTo DateTime The date and time at wbh this is no longer the correct "minor" versig
Null means valid indefinitely.

MajorValidTo DateTime The date and time at which this is no longer the correct "major" vers
Null means valid indefinitely.

UploadedBy string The id of the user whaploaded this version

UploadedOn DateTime The date and time this version was uploaded

Islnactive bool True if this template has been inactivated

NettPrice decimal Price for using this template to generate a document

EffectiveRight int The permission tht the current user has on the template:
0 ¢ None
1c¢Read
2 ¢ Write
3¢ Full

Links:
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None
Remarks:

Properties of a particular version of a template. Note that EffectiveRight does not vary between versions; it is
really a property of the Template butiiscluded here as a convenience. Supports JSON and XML serialization.
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AccessControlRule

Properties:
Name Type Comment
Claim string One of "role", "group", "userid" or "guestid”, which is the type of secu
principal to which this rule applies.
Value string The instance of that type of security principal to which this rule applie
Right int The access right granted by this rule.
0 ¢ None
1c¢Read
2 ¢ Write
3¢Full
Links:
None
Remarks:

AccessControlRule entities are combined in a sequence todarfccess Control List (ACL) for a given securable
object, such as a specific template, folder or contract. For the "role" claim, the allowed values are "admin",
"author", "user" or "guest". For the "group" or "userid" claim the allowed values are agyangroup that has

been created in the current license space. The rights are cumulative, so "Full" implies "Write", which in turn
implies "Read"; in this model it is not possible to grant "Write" permission without also granting "Read"
permission. Supmpts JSON and XML serialization.
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Dictionary

Properties:
See Remarks.
Links:

None
Remarks:

A Dictionary describes a rich collection of objects used by a template, such as the set of variables, the
guestionnaire pages, lookup tables etc. The Dictioranjty is only available as XML. The XML schema for the
Dictionary (dictionary.xsd) accompanies this manual.
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ApprovalStep
Properties:

Name Type Comment

ApprovalStepld long Unique identifier for this ApprovalStep within the license spad

TemplateReferece string The template to which this step relates

Title string The name of this step, unique per template

Order int The sequence number of this step

ParallelOrder int Display order for those steps with the same Order

AutoStart bool Tr_ue if the A_pprova“or WhICh this Approval Step is applicable
will automatically be triggered

ApproverEdit bool True if the approvers associated with this Approval Step are
allowed to edit the contract answers and documents

RestartOnEdit bool True if editing the contracinswers restarts the Approval
process

CustomRequest bool For future use

CreatedAt DateTime The date and time this approval step was created

ModifiedAt DateTime The date and time this approval step was last modified

Type string Whether this is a standdrapproval or a review step

ForwardType string To whom an approval for the step can be forwarded

ActionText string Configurable message to be shown during certain actions ir]
approval process

ConfirmationText string Configurable confirmation messat be shown during apprové
process

ApplicableRuleSourcd string CEML expression that evaluates over the Contract Answer §
determine if this Approval Step is applicable

ApplicableRule ast Abstract syntax tree representation of the CE
ApplicableRul8ource.

. : CEML expression that evaluates over the Contract Answer §

RequiredRuleSource | string NP . :
determine if this Approval Step is required

ReqiredRule ast Abstract syntax tree representation of the CE

RequiredRuleSource.
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LevelRuleSource string Forfuture use

LevelRule ast For future use

CEML expression that evaluates over the Contract Answer S

ApproverRuleSource | strin .
PP g determine the users and groups that can act as approvers

ApproverRule ast Abstract syntax tree representation of the CE
ApproverRuleSource

Emails List<ApprovalEmail The email templates associated with this ApprovalStep

Remarks:

An ApprovalStep entity defines one step of an approval process that may be required before a business user gets
access to the generated document®y number of approval steps, either sequentially or in parallel, may be
combined to define the whole approval process for documents produced by a template. Supports JSON and XML
serialization.
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Properties:
Name Type Comment
sym string The symbol othe grammar at this node of the abstract synt
tree, for example "a variable"
val string The value associated with this node of the abstract syntax 1
for example the name of the variable
arg List<ast> The child nodes of this node, if the symbolasng operator in
the grammar.
Remarks:

An "ast" entity represents an abstract syntax tree of an expression in the ContractExpress Markup Language
(CEML). Each node in the tree has a symbol and a value, and a list of zero or more subtrees. For exagiyle the
expression "Age > 42" would be represented as the node "op/greaterthan" with two children "variable/age" and
"integer/42". This is used, for example, as a convenient representation for the construction and editing of the
rules associated with an AppvalStep. Supports JSON and XML serialization.
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ApprovalEmail

Properties:
Name Type Comment
ApprovalStepld long Unique identifier for this ApprovalStep within the license space
which this ApprovalEmail is associated
Type string The purpose, suclas requesting an approval, for which emé
derived from this ApprovalEmail template are intended
Subject string The email subject line
Body string The email message body. May contain fields populated with
from the contract and answer set.
Receives int An indication of which users associated with the Approval§
should be the recipients of the emails
Remarks:

An ApprovalEmail entity is associated with a specific ApprovalStep and acts as a template for the generation of

emails intended for onef a number of predefined purposes. Supports JSON and XML serialization.
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SystemHistory

Properties:
Name Type Comment
Id long Unique identifier for this SystemHistory event within the lice]
space
TemplateReference | string The template to which this SysteHistory event relates. A nu
value indicates the event is not specific to a particular template
ActionType string The type of event
Title string A short title for this particular event
Description string A longer description, giving details of tleigent
CreatedAt DateTime The date and time this event occurred
CreatedBy string The user responsible for triggering this event
System bool True if this event only to be displayed to users in the admin rolg
Deleted bool True if this event is no longeo be shown
Remarks:

A SystemHistory entity details some event that has occurred within the system that may be related to a Template.
Supports JISON and XML serialization.
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Contract

Properties:
Name Type Comment
Contractld long Unique identifier for thisontract within the license space.
Folderld int The folder containing this contract. Null means the contract

been deleted from its folder.

TemplateReferencs

string

The template used to create this contract

IsTest bool True if this contract wasreated to test the template
ProfileReference | string The profile used when creating this contract
CreatedAt DateTime When the contract was created
CreatedBy string The id of the user who created this contract
ModifiedAt DateTime The date and time thisontract was last modified
ModifiedBy string The display name of the user who last modified this contract
ModifiedByld string The user id of the user who last modified this contract
Requester string The user who requested approval of this contract
ExternalReference| string If used, then is an alternate key for this contract. It is intended
embedding a key value from a host system.
ExternalLabel string A free text area for packing additional data from a host system
IsExplicitName bool True ifthe name of this contract has been explicitly set and ig
longer to be computed by the templates.
Name string The name of this contract.
Share byte 0 ¢ Single user access
1 ¢ Shared with other authenticated users
2 ¢ Shared with unauthenticated guests
3 ¢ Shared with both authenticated users and unauthentica
guests
EffectiveRight int The permission that the current user has on the template:
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0 ¢ None
1¢ Read
2 ¢ Write
3¢ Full

Status string The status of this contract.

StatusLabel string Theconfigurable display name for the Status.

ESignatureld string The identifier used by the external eSignature system to uniq
identify the set of documents being managed through the signa
process.

Alerts List<GeneratedAlert] The set of Alert entiéis triggered during document generation.

Documents List<Document> Sometimes this property will be instantiated with data for one
more Documents associated with this contract, to avoid additid
round trip to services.

Links:

Name Comment

guestionnaire The activated questionnaire pages for this contract

answers The answers provided for this contract

documents The documents produced for this contract

folder The folder containing this contract

template The template from which this contrawas created
Remarks:

A Contract entity is a container for a set of documents produced by applying answer data to a template (and any
subtemplates). There may be zero or more documents. There will be exactly one "top" template. Supports JISON
and XMLserialization.
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AnswerSet

Properties:
See Remarks.
Links:

None
Remarks:

An AnswerSet describes a rich collection of data used (or produced) by a set of templates, such as the answers
provided for question variables, the parameter settings used, and blufokgport data. The AnswerSet entity is
only available as XML. The XML schema (answers.xsd) for an answer set accompanies this manual.
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Document

Properties:

Name Type Comment

Documentld long Unique identifier for this document within the license space.

Contractld long The contract to which tis document is associated

Source string The origin of this document. This can be "template" indicatir]
was derived from a template or "upload" indicating it w
uploaded by a user.

SourceReference | string If Source is "template" then this is the reference for the templ
from which this document was generated, and for "upload"” i
the unique identifier of the uploaded document.

Occurrence int This is a counter per Source/SourceReference pair within
parent contract, and is used in combination with them to trg
logical documents over regeneration of the document wordin

IsExplicitName bool True if the name of this document has been explicitly set and
longer to be derived from the template.

Name string The name of this document.

ChargedAt DateTime The charge point for this document, which is when it was
generated.

ChargedAmount | decimal The nominal price of this document, for usage based chargin

IsSigned bool True if the document halseen signed.

DocumentVersiong List<DocumentVersion| Sometimes this property will be instantiated with data for one
more DocumentVersion entities associated with this Docum
to avoid additional round trip to services.

Links:
None
Remarks:

Properties of a logical document, of which there may be many versions, but which would be considered versions
of the "same" document. Supports JSON and XML serialization.
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DocumentVersion

Properties:

Name Type Comment

DocumentVersionld| long Uniqueidentifier for this DocumentVersion

Documentld long The id of the Document of which this is a version

CreatedAt DateTime When the version of the document was generated

CreatedBy string The user who triggered the generation of this version of the docume

Name string The name calculated from the template definition and the curr
answers.

Complete bool True if the generated document has no unresolved fields or spans.

ContractVersion Byte[] The version of answers used to generate this version ofltament

Formld Guid The exact set of template versions used for the overall contract for w
this version of the document was generated.

TemplateVersion string The version of the template associated with the parent Document
was used to generatthis document version.

ContentType string The content type of the stored representation of this version of
document.

FileExtension string The default file extension if something of this content type were to

saved. Thisis primarily used to gugIgL Server free text search index

Links:

None

Remarks:

Properties of a specific version of a generated document. Supports JSON and XML serialization.
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GeneratedAlert

Properties:

Name

Type

Comment

Compulsory

bool

True if this alert has stopped the generation of documents.

Message

string

The message to be shown.

Links:

None

Remarks:

Alerts are defined in the templates, with a condition that triggers the alert. Compulsory alerts are ones that must

be resolvedbefore documents can be produced. Supports JISON and XML serialization.
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Properties:
Name Type Comment
Id long Unique identifier for this ContractHistory event within the licer|
space
Contractld long The Contract to which this everglates
ApprovalTitle string Optional identifier of the Approval on Contract to which this ev
relates
ActionType string The type of event
Title string A short title for this particular event
Description string A longer description, giving detailstbis event
CreatedAt DateTime The date and time this event occurred
CreatedBy string The user responsible for triggering this event
System bool True if this event only to be displayed to users in the admin rolg
Deleted bool True if this event is no fmer to be shown
Remarks:

A SystemHistory entity details some event that has occurred within the system that may be related to a Template.
Supports JISON and XML serialization.
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Properties:
Name Type Comment
InputDocumentld long Uniqueidentifier for this InputDocument
Contractld long The id of the Contract for which this InputDocument was uploaded
CreatedAt DateTime When the InputDocument was uploaded
CreatedBy string The user who uploaded the InputDocument
FileName string The filename associated with the InputDocument during upload
ContentType string The content type of the uploaded document
Links:
None
Remarks:

An InputDocument is a document that is not known to have been generated by the answer set applied to the
templates forthis Contract. It is usually a document for a source other than ContractExpress that has been
uploaded in response to a file upload question in the questionnaire. Such document can be attached to the set
of generated documents, or for a limited subsétoontent types can be included in the wording of a generated
document. Supports JSON and XML serialization.
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Invitation

Properties:
Name Type Comment
Invitationld long Unique identifier for this Invitation
Contractld long The id of the Contract tavhich this is an Invitation
CreatedAt DateTime When the Invitation was made
CreatedBy string The user who made the Invitation
Invitee string The display name for the recipient of the Invitation
Email string The email address to which the Invitatiasras sent
Guestld string The internal unique ID for this invitation that is used in the token iss

with the Invitation

IsExpired bool True if this Invitation has expiored

Links:

None

Remarks:

An Invitation to an external party to collaborate oantract. The invitation will be sent by email, and will contain
a token granting that user access for a fixed period of time. Supports JSON and XML serialization.

“‘ ContractExpress

May 20, 2016



134

Approval
Properties:
Name Type Comment
Contractld long Unique identifier for Contracwith which this Approval i
associated
Title string The name of this Approval, unique per Contract
ContractName string The name of the associated Contract
Order int The sequence number of this step
Level int For future use
Applicable bool True if thisApproval is relevant for the Contract
Required bool True if an approver will need to explicitly approve the Conti
PrimaryApprover string The user id of the primary approver
Status string The internal identifier of the status of the Approval
StatusLabel string The configurable display label for Status
CreatedAt DateTime The date and time this approval was created
ModifiedAt DateTime The date and time this approval was last modified
EffectiveRight int The permission that the current user hais the Approval:
0 ¢ None
1¢ Read
2 ¢ Write
3¢ Full
Approvers List<AccessControlRuld The users and groups who can act as Approvers on
Approval
Remarks:

An Approval entity tracks the application of an ApprovalStep to a particular Contracte flagrbe more than
one Approval per Contract. Supports JSON and XML serialization.
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Properties:

Name Type Comment

Folderld int Unique identifier for this Folder within the license space.

Parentid int The identifier for the parent folder. Nulltifiere is no parent.

Name string The name of the folder, which must be unique within the par
folder

ContentType byte 0 ¢ Contract folder.

1 ¢ Template folder (category)

Share byte 0 ¢ Single user access
1 ¢ Shared with other authenticated users
2 ¢ Shared with unauthenticated guests
3 ¢ Shared with both authenticated users and unauthentica
guests

EffectiveRight int The permission that the current user has on the folder:
0¢ None
1¢ Read
2 ¢ Write
3¢ Full

Contracts List<Contract> Sometimes tt8 property will be instantiated with data for ar
Contract entities contained in this folder, to avoid additional roy
trip to services.

SubFolders List<Folder> Sometimes this property will be instantiated with data for g
Folder entities contained irhts folder, to avoid additional roun
trip to services.

Links:
None
Remarks:
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Folders are arranged in a tree structure. A folder has at most one parent, but can have zero or rHotdesab
A folder with no parent is a "root" folder. Supports JSON XML serialization.
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Activity
Properties:
Name Type Comment
Who string A context appropriate identifier for the subject of some activity,
example a user id.
What string A context appropriate identifier for the object of some activity,
examplea template reference.
HowMany int The number times it happened.
Links:
None
Remarks:

Activity entities are used for simple reporting. For example with contracts, it says how much (HowMany) a user

(Who) has used a template (What). Supports JSON, afidicomma separated vale (CSV) serialization.
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ActivatedPage

Properties:

Name Type Comment

readonly bool True if the activated page has been constructed on the assumj
that it does not need to respond to data changes.

Dictionary Dictionary Thatportion of the full consolidated dictionary that is needed
support the current page. The dictionary elements will have b
partially evaluated in the light of existing answers.

Session AnswerSet That portion of the existing set of answers that is dee by the
current page.

Links:

Name Comment

self The request to refresh the current page

previous The request to get the previous relevant page

next The request to get the next relevant page

first The request to get the first relevant page

last Therequest to get the last relevant page

answers The request to get the current full answer set

documents The request to get the documents generated from the current answers

Remarks:

The ActivatedPage is a representation of a questionnaire page. hecaarialized as XML or as JavaScript (not
JSON). Various elements of the dictionary are expressions, primarily to represent dynamic on page behavior.
These will be executable JavaScript if that serialization format is chosen, or ContractExpresp Menguage in

the XML format.
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TemplatelnFolder

Properties:
Name Type Comment
TemplatelnFolderlq int The identifier for this association between a folder, a template
a profile.
Folderld int The identity of the associated Folder
TemplateReferencq string The identity of the associated Template
ProfileReference | string The identity of the associated Profile. This may be null is
default profile is to be used.
Name string The name to present to the user for this combination.
Description string The description of this combination.
Links:
None
Remarks:

TemplatelnFolder entities are a way of presenting an underlying Template to a user as if it was a different
template, through the application of a Profile. You may choose to use a differenttoaefer to this combination

and provide a more specific description. Such combinations are also arranged into Folders, to make them easier
for a user to discover. Note that a user can only access a Template if they have access to the underlying Template
via its Access Contol List, and they have access to a Folder with which that Template is associated, according to
the Folder's Access Control List. Imagine a world in which there is only one Template, capable of generating any
document. Such a Templatmight require the user to answer an unreasonable number of questions.
TemplatelnFolder structures allow a user to experience this one template as if it was a library of templates by
jump starting a session with a predefined ssdt of answers in the Prédi We poor mortals fall short of this ideal

and are only capable of writing approximations to this supreme Template, that cover some subset of all possible
documents, but even so the FolderinTemplate concept can still be useful. Supports JSON anthiadtise
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Profile

Properties:
Name Type Comment
ProfileReference | string The identifier for this Profile in the License space
Description string The description of this Profile
ModifiedAt DateTime The date and time this Profile was last modified
ModifiedBy string The name of the user who last modified this Profile
Links:
None
Remarks:

A profile is a collection of parameter settings that control various aspects of system behavior, and optionally some
answer values to question variables. The iRrahtity holds a few metadata values for the profile itself, which is
represented in exactly the same format as an AnswerSet. Supports JSON and XML serialization.
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